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1 Executive summary

The currentdocument reports the proceedings of the 2nd MANDOLA Advisory Board which
took place in Brussels, on 7 September 20171(2M0), in theOffice of the Spanish National
Research CounciThe Advisory Board comprised nine external and five internal members.

The aim of the Advisory Board wasd@scuss and offer feedback to selected areas of project
deliverables, as well de debate possible followup for MANDOLA

This document, comprises the following chapters:

1.

Chapter 2 [Background to the MANDOLA projant p. 7]: This chapter offers the
background to the MANDOLA project. It may be useful to readef@mihar with the
project. More material about the project may be found at the project site
(http://mandola-project.eu/publicationsy.

Chapter JAIms & Objectives of the Advisory Bogkd), in p.10]: This chapter describes
the aims & objectives of the Advisory Boaeas well as the practical constraints taken
into consideration, when examiningdvisory Boar@¢andidates.

Chapter4 [Proceedings ahe ABZ in p.15]: This chapter gives the proceedings of the
Advisory Board Meeting (AB2).

Chapter5 [Conclusions & Lessons Learriad.34]: This chapter gives the conclusions
and lessons learned from ABmportant new issues that emerged from the discussion
included the difficulty of defining and countering hate speeels wdl as recent
increased awareness about the subject.

The document includes the followirsgppendices

a. Appendix A: Agenda of AB2 (Advisory Board Meeting 2)

b. AppendixB: AB2presentationby Evangelos Markatos

c. AppendixC. The MANDOLA Dashboard & Mobieplication

d. AppendixD: Privacy Impact Assessmenttbé MANDOLA outcomes

e. AppendixE A short review of the Landscape analysis and introduction to Mandola
Stakeholder Survey

AppendixF: BrainstormingPanel/ Question 1

AppendixG: Brainstorming?anel/ Question2

Appendix H: Brainstorminganel/ Question3

sa

[All images used in this documdmveeither beencreated by the Editor, or
obtained throughcreative common$
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2 Background to the MANDOLA projett

MANDOLA (Monitoring ANd Detecting OnLine hAte speech) isre8ths projectcofounded
by the Rights, Equality and Citizenship (REC) Programtihe BiiropearCommission, which
aims at making a bold step towards improving the understanding gbtéealence and spread
of online hate speech and towards empowering ordinary citizengport hate speech.

2.1 MANDOLA objectives
The MANDOLA specific objeets are the following:

w To monitor the spread and penetration of online hatdated speech in the European
Union (EU) and in the E.U. Member States usinglaig approaches, whilmvestigating
the possibility to distinguish, among monitored contentstvioeen potentially illegal hate
related speech and neillegal haterelated speech;

w To provide policy makers with actionable information that can be used to propulteies
for mitigating the spread of online hate speech;

w To provide ordinary citizens withiseful tools that can help them deal with online hate

speech irrespective of whether they are bystanders or victims;

To transfer best practices among E.U. Member States;

To setup a reporting infrastructure that will enable the reporting of potentiallggtlhate

speech.

w
w

The MANDOLA project addresses the two major difficulties in dealing with onlinseteh:
the lack of reliable data and the poor awareness on how to deal with the itsdeed, it is
difficult to find reliable data that can show del@i online hate speech trenditer alia in
terms of geolocation and in relation to the focus of hate speech). More@ailable data
generally do not distinguish between potentially illegal hate speech andillegal hate
speech. In addition, the ddfent legal systems in various Member States makificult for

ordinary people to perceive the boundaries between both these categoriesraént. In this
context, citizens might have difficulties to know how to deal with potentidlggal hate
speeh and how to behave when facing harmful but not illegal hate content. |atle of
reliable data also prevents to make reliable decisions and push policies tpgrepriate
level.

The two MANDOLA innovations are (1) the extensive use of IT and big datay andeport
online hate, and (2) the research on the possibility to make a clear distinotittmeen legal
and potentially illegal content taking into account the variations between Edinber States
legislations.

MANDOLA is serving: (1) policy reed« who will have upo-date online hate speeclelated
information that can be used to create enlightened policy in the field; (2) ordiciéimens-
who will have a better understanding of what online hate speech is and hewolves, and
who will beprovided with information for recognising legal and potentially illegal online -hate
speech and for acting in this regard; and (3) witnesses of ohhe speechncidents- who

will have the possibility to report hate speech anonymously.

1The content 6this chapter has been taken from Deliverable D2http(//mandola-
project.eu/m/ffiler_public/d7/bd/d7bd3a35f9b5-418eaf557453d17eddf/mandola_d24b4 20170930.pdf
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2.2 MANDOLAactivities

In order to achieve its objectives, the project includes the following activities:

w

w

An analysis of the legislation on illegal hafeech at the European and internatioifatlel

and in ten E.U. Member States.

An analysis of the applicable legaidaethical framework relating to the protection of
privacy, personal data and other fundamental rights in order to implement adequate
safeguards during research and in the products to be developed.

The development of a monitoring dashboard, which aimslémtify and visualise case$
online haterelated speech spread on social media (such as Twitter) and on the Web.
The creation of a muliingual corpus of hateelated speech based on the collectdata,

to be used to define queries in order to identiiyeb pages that may contain haterelated
speech and to filter the tweets during the ppeocessing phase. The vocabulasy
developed with the support of social scientists and enhanced by the Hatebase
(http://www.hate base.orgj.

The development of a reporting portal, in order to allow Internet users to report
potentially illegal haterelated speech material they have noticed on the Internet.

The development of a smaphone application, in order to allow anonymous refiog of
potentially haterelated speech materials noticed on the Web and in social media.

The creation and dissemination of a Frequently Asked Questions document, to be
disseminated via the project portal and the smptione app.

The creation of a networkf National Liaison Officers (NLOs) of the participatiiggnber
States. They are intended to act as contact persons for their countrgxcbange best
practices and information, and to support the project and its activitieth legal and
technical expeise when needed.

The development of a landscape of current responses to hate speech across Europe and
of a Best Practices Guide for responding to online hate speech for Internet industry in
Europe.

2.3 More MANDOLAmMaterial

The project site Http://mandola-
project.eu/) contains more information O MANDOLA
about the project, as well as all the| Em - e roe e e s e
publishable documentghttp://mandola- WS4 Mandola takeholders
prOieCt.eU/pUblicationS’: MANDOLA project wants to improving our understanding of the prevalence anci soread of | aedekal

2.3.1 Deliverables

1.
2.

3.

r e Spers fes surveymonkey.com/r/VINQDZN
Follow us on Twitter
i enoie

Tweets

D1.1: Dissemination Plan (3/2016)
D1.2: Midterm Dissemination

Report (0/2016)

D1.3: Final Dissemination Report

(9/2017 T
D1.4: Advisory Board Meeting e
10/2016)
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15.
16.

17.
18.
19.

D2.1: Intermediate ReportDefinition of lllegal Hatred and Implicationd2016)
D2.1b: Definition of illegal hatred and implications (final repd@tp017)

D2.2: Identification and analysis of the legal and ethical framewt20(7)

D2.3: Legal and ethical compliance of the MANDOLA rese@bi(/)

D2.4a: Privee Impact Assessmerf the MANDOLA outcomeg/@017)

D2.4b: Privacy Impact Assessment of the MANDOLA outcomes (final ré&28).7)
D3.1: MANDOLA Monitoring Dashboa®d2016)

D3.2: Reporting Portal 0/2016)

D3.3: Smartphone Ap®(2017)

D4.1: FAQ on Responding to-lome hate speech{/2016)

D4.1b: FAQ on Responding to-lame hate speech9(2017)

D4.2: Best Practice Guide for Responding to Online Hate Speech for Internet Industry
(3/2017)

D4.3: Mandola WS4 Workshop with Stakehold&/2{17)

D4.4: Landscape and Gap Analy&/2017)

D4.5 Stakeholder Surve®/2017)

2.3.2 Presentations

1.

2.

2.3.3 Publications in Journals & Conferences

1.

2.3.4 Working Documents

1.

Evangelos Markatos. MANDOLA: Monitoring and DetectidgnerHate Speech.
MANDOLA Workshop, Montpelier France, February 2017.

Estelle De Marco. The criminalisation of Hate Speech: limiteamgarative study of

the laws from 10 European Union's member state. MANDOLA Workshop, Montpelier
France, February 2017.

Demetris Paschalides. Technologies to detect, analyse and report online hate speech:
the Mandola experience. MANDOLA Workshop, Mongpdtrance, February 2017
loannis Inglezakis. The criminalisation of
the criticism of religion. MANDOLA O MANDOLA

Workshop, Montpelier France, February | - = e e v s oo gz
2017. —
loannis Inglezakis. Hate and xenophobic| :
speech on the Internet. In REDA 2015:
Regulation and Enforcementihe
Digital Era. Cyprus, November 2015.

Marios Dikaiakos, George Pallis and
Evangelos Markatos. Mandola:
Monitoring and Detecting Online Hate
SpeechERCIM News No01 (Special
Theme: Machine Learning) p49. October} -
2016

D2.1: Intermediate ReportDefinition of
lllegal Hatred and Implications PRI e
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3 Aims & Objectives of the Advisory Boa(4B)

This chapter describes the aims & objectives of the AdviBogrd, as well as the practical
constraints taken into consideration.

The aim of the task undertakenis to compose theoptimum AB under the practical
constraintsof the project.

The Chapter comprises théollowing sections

1. The Objectives of the MANDOLA AB
2. ABConstraints
3. AB Membership

www.mandola-project.eu -10- 2017-12-18 \
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3.1 The Objectives of the MANDOLA AB

{(SGGAYT dzlJ Fy | ROA&A2NE . 21 NR 6 ( KFhé debvanfof & (i
the following outputs is partoff KS LINP 2SO0 Qa @2y G NI OlGdzr t 20f

1. D1.4 Advisory Board Meeting 1 Target group: ALL
2. D1.5 Advisory Board Meeting 2 Target group: ALL

The current document constitutes deliverable B1.

3.1.1 AB dutiesin general

In general, an Advisory Board provides #imnding strategic advice. Among the reasoas f
creating an AB are the following:

Seek expertise outside MANDOLA.
Complement existing strengths.

Counsel on issues raised by MANDOLA.
Become a resource for MANDOLA managers.
Provide urbiased ideas.

Monitor project performance.

= =4 4 4 -5 9

3.1.2 AB dutiesin particular

According tothe MANDOLA project objectivethe Advisory Board should hatres following
characteristics:

AB willsteerthe project.

ABwill helpspreadthe project message wdlleyond participant Member States.

AB will assist theromotion of the developed technologies and tools.

AB will provideraluablefeedback& market guidelineson progress & results.

AB willfurther enhanceimpact &dissemination2 ¥ a! b5h[ ! Qa ARSI a o
AB will foster dialogue &ebate.

AB will serve as a source@fpertise

= =4 4 -4 -8 -8 -9

B\ / \
b R ! %
r\\"r : //Sf' \\
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3.2 ABConstraints

Project constraintplace an upper limit oR0 to the number of external AB members who
reside outside Brusselk addition, theAB members must be EU residents

The meeting room made available has a capacity of 25. This implies that with a tetal of
internal AB members, thexternal AB members should be restricted t®.1

In addition, AB2 aims at discussing and offering feedback to selected areas of project
deliverables, as well as debating possible foldek,d F2NJ a! b5h[ ! ® DA@SYy @K
participation was required on three distinct items of the Agenda [&ppendix A: Agenda of

AB2 (Advisory Board Meeting p)35], it was decided to restrict the number of AB2 members

to 12-15.

MANDOLA project partners are grateful to tkfice of the Spanish Nationg
Research Coungil wdzS Rdz ¢ Nb,ywBosmade #hZir medtibigaréor§ t a
available, free of charge.

N\
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3.3 AB Membership
In general AB nembers must be individuals

1.  with personal qualities and

2.  representng animportantentity, whereimportantis understood to meamportant for
the project and

3. with knowledge ofthe issueghe project deals with and

4.  with good command of Englisand

5.  with the ability to be present at the AB meetings in Brussels.

Given the above and the project objectives (Jde Objectives of the MANDOLA aliove),
AB nembers shall then be drawn from:

Academia
NGOs

LEA

Internet Industry
Government
Cther

= =4 4 48 -4 2
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3.4 Methodology used to populateAB2

Thissectiondescribes the methodology used to populate the Advisory BoEnd. material is
taken from Chapter 3 of MANDOLA deliverable D1.4.

The process used to populate AB2 was simply to select from those individuals who were
invited to AB1, the top 145. Chapter 3 of MANDOLA deliverable D1.4 discusses the AB
candidates ranking methodology so thAB is balanced across four attributes: Perdon
expertise, typeo¥ SYOSNBR Q 2NBI yAT FdA2yas ylLiAz2ylLtAadGe 3
2dzNJ 2LIAYA2Y 2y Ol Yy RA RIb ivdeicflosed BorthdStheteyivasStime h y f &
enough for all AB2 members to discuss, debate and contribatéhree disinct items of the

Agenda, as explained in Secti®:2 (see p.12).

The methodologyused to select AB candidates is to create a stigethrough MANDOLA
YSYOSNEQ NBO2YYSYRFIGA2Yya |y RlowngsfoBoMifgS G a S NOK
1. Create a supelist of 5060 individuals, candidates for the AB.

Assess the suitabyitof each individual across a number of attributes.

Combine the marks/attribute into an overall score/individual.

Invite the top 16 individuals.

2

3

4. Order the individuals according to their score.

5

6. Once an individual accepts an invitation, thdividual is moved to the top of the list.
7

Once an individual declines the invitation, the individual is moved to the bottom of the

8. Continue until you have 16 acceptances.

For more information, please see ppl% of Chapter 3 of MANDOLA deligble D1.4.

Analysis Evaluation

(R
"/

Planning Development

www.mandola-project.eu -14- 2017-12-18 \
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4 Proceedings othe AB2

This chapter gives the proceedings of the Advisory Board Me2{iAB2). The chapter will be
partitioned into the AB2 Agenda items dee Appendix A: Agenda of AB2 (Advisory Board
Meeting 2) p.35].

www.mandola-project.eu -15- 2017-12-18 |
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4.1 WelcoméIntroduction/Advisory Board

Dr. Nikos Frydasrom FORTH, a MANDOLA consortium partmetcomed the AB members
and we_nt briefly through the © MANDOLA
Agenda items. T

Online Hate Speech

Following that, each AB membe

IntrOduced hlm/herelf- Second MANDOLA Advisory Board Meeting
The Table below lists the AB! SAotemberT, 208
A —~ A Office of the Spanish National Research Council (Room 3), Rue du Tréne, 62, Brussels
Y S Y 0 S NErmames, names
. . . . Meeting Agenda
organization positionand email.
. . . . 10:00-10:15  Welcome/Introductions/Advisory Board €= Nikos Frydas
The field Ext indicates if the |i1s.10:30  short Review of MANDOLA resuits Vangelis Markatos
mem berS |g nternaL OrEXEfnaI . 10:30-11:15  Short Presentations by AB members AB members
11:15-11:30  Coffee Break
Surname Name Organization Position Ext e-malil
Baider Fabienne University of Cyprus Associate Professor Ext |fabienne@ucy.ac.cy
Belavusau Uladzislau T.M.C. Asser Institute / UniversiSenior Researcher in Ext |U.Belavusau@uva.nl
of Amsterdam European Law
Callanan Cormac AIS, Ireand CEO Int  |cc@aconite.com
Cummiskey ([Siobhan Facebook Policy Manager, EMEA Ext |scummiskey@fb.com
De Marco Estelle INTHEMIS, France Director, Senior researcher] Int |estelle.de.marco@inthemis.fr

Professor of Computer

Dikaiakos Marios Univ. of Cyprus Int  |mdd@cs.ucy.ac.cy

Science
Dzsinich Gergely CyCap Partner Ext |g@dzsinich.com
Frydas Nikos FORTH, Greece External Consultant Int  |nfrydas@cantab.net
Inglezakis loannis Arlstotelegn_Unlversny of Associate Professor Ext |iingleza@law.auth.gr
Thessaloniki, Law School
. Jean- CYAN, Cybersecurity and . . . .
. ) . quin@ gi.

Le Toquin Christophe Cybercrime Advisers Network President Ext [jcletoquin@socogi.fr
Lemaire * Sarah www.ceji.org Project assistant Ext |sarah@ceji.org

Head, Distributed Computir

Markatos Evangelos FORTH, Greece Systems Laboratory

Int  |markatos@ics.forth.gr

Mitrou Lilian Aegean University Associate Professor Ext |L.mitrou@aegean.gr
Van den Reeg¢Mark Hamogelo tou Paidiou Head of International Coop{ EXxt [marcvandenreeck@hamogelo.g

* Ms. Sarah Lemaires not withwww.ceji.organymore. Any enquiries should be
directed, instead, tdvis. Melissa Sonniné-acingFact®roject Coordinatqrat
melissa.sonnino@ceji.org
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4.2 ShortReview ofthe MANDOLAResults

Prof.Evangelos Markatdsom FORTHhe project leader, made a shagview ofMANDOLA
results The main points of the

presentation are 10:00-10:15  Welcome/Introductions/Advisory Board Nikos Frydas
10:15-10:30  Short Review of MANDOLA results €= Vangelis Markatos

1. What dO we want to dO in 10:30-11:15  Short Presentations by AB members AB members
MANDOLA? 11:15-11:30  Coffee Break

2. Why?

3. How is Hate speech measured?

4. Dashboard; Hatemap

5. Dashboard; Hotspot

6. FAQs

7. Reporting Portal

8. Legalissues

For the presentation seAppendixB: AB2 presentation by Evangelos Markatos, in p.38.

www.mandola-project.eu -17- 2017-12-18 \
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4.3 Short Presentations by AB members

AB2 members were invited in advancepi@parea short (45 mins) presentation, or speech,
on their work on hate speech.

Most of them k|nd|y 10:00-10:15  Welcome/Introductions/Advisory Board Nikos Frydas
10:15-10:30  Short Review of MANDOLA results Vangelis Markatos

responded, ad some sent ' get
10:30-11:15  Short Presentations by AB members € AB members

their presentations in advance,
even though they were not
able to participate to AB2, due to last minute unforeseen complications.

11:15-11:30  Coffee Break

Most members gave written permission toake availableheir presentation. This material
has been uploaded ithe MANDOLA common space in the cloud.

The following presentations / speeches were made:

Baider |Fabienne |umversity of yprus fosocote Frofesso 1. Prof. Baider
introduced and discussed
Expressing Hate: C.O.N.T.A.C.TQeating an

Some Cross-European

Hhrepactveson Hitespeach Online Network, monitoringTeam and

phone App to Gounter hate crimeTactics.
¢KAa Aa | Actiob projetvdaicti A OS

C.ON.TAC.T. 2015Sept. 2017) aiming to address hate

crime, with particular focus on hate

-“ I speecls. It is Coordinated by the University
oy o e of Cyprus

The consortium comprises fivégniversities
and seven NGO partners from Cyprus
Malta, Greece Spain, taly, UK Romania
Poland Lithuania& Denmark

/| ®h &b ®¢ ! &/ d¢ ©@Xd@lop 32| £ &
reporting mechaism, o conduct training
andto undertake research

Identity and Goals

The presentation is available to AB
members, here

https://www.dropbox.com/sh/b8uye9l84xh6lwv/AABEU325cQs5R7RmM425GUFcPa?dI=0
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Belavusa@ a

4 MELA

Hate Speech and Genocide Denialism in
European and Comparative Perspectives

Presentation during MANDOLA
Expert Meeting

. T.M.C. Asser Institute / University |Senior Researcher in . .
Belavusau Uladzislau / Y 2 Dr
of Amsterdam European Law
ASSER m UNIVERSITY OF AMSTERDAM

* |ntroduction

* Major research themes

* Hate speech in my research

* Hate speech and phenomenon of historical
revisionism

« Major publications

presentation was on
Hate Speech and Genocide
Denialism in European and
Comparative Perspectives

MELA Emory LAvs in European and
Comparative Perspective), a consortium of
four organizations was briefly introduced.

A distinction was made between the
American (protecting the freedom of
expression) and the European (protecting
non-discrimination) model.

Historical Revisionism was alsiscussed,
as well as its relation to Hate Speech.

The presentation is available to AB
members here

https://www.dropbox.com/sh/b8uye9l84xh6lwv/AABEU325cQs5R7RmM425GUFcPa?dI=0
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||Cummiskev,.r |Siobhan |Facebook

| Policy Manager, EMEA | 3 .

Siobhan Cummiskey

Public Policy Manager - Content, EMEA

Facebook Overview.

le the power to build
community a her.

People use Fagebook'to sta iscover
what’s going of in the world, and to share and express what matters to them.

upon the following issues:

a. Cl 0S6221Qa O2YYdzyAide
b. Stakeholders Facebook cooperates

with.

c. How Facebook removes hate speech.
d. EU Code ofonduct on Hate Speech
e
f

. Reporting posts
How to improve?

|Dzsinich |Gergelv CyCap

|Paﬂ‘ner I 4

Big data technology to analyse and combat against
online hate speech

Neticle Technologies

-

Ms. Cumminskef a
presentation touched

Dr. Dzsinich spoke

on behalf of Neticle
Technologies abouBig data technology to
analyse and combat against online hate

|HATE SPEECH IS
SPREADING ONLINE

members here

speech
Issues discussed include:

a. Hate speech spread online
Measuremats of antijewish, anti

roma and antimmigrantcontent on

the Hungarian web, versus time.

b. Measure and take actions based on

media data

c. Neticlec A potential solution to
measure hate speech online.

d. Neticle media Intelligence How it
works.

Thepresentation is available to AB

https://www.dropbox.com/sh/b8uye9l84xh6lwv/AABEU325cQs5R7RmM425GUFcPa?dI=0
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Aristotelean University of Associate Prof 5. Prof. InglezakIS
Thessaloniki, Law School soclate Frojessor dISCUSSGd the tOpIC
Penaization of blasphemy
and religious insults as an
infringement of freedom of expression in

Inglezakis loannis

Penalization of blasphemy and

.. . PP Europe
religious insults as an infringement of P
freedom of expression in Europe The topics of his presentation were:
I0ANNIS IGLEZAKIS, ASSOCIATE PROFESSOR, ARISTOTLE UNIVERSITY a. Reactions againSt BlaSphemy

b. The purpose of blasphemy laws

I c. Limitations of the right to freedom of

expression
Laws on Blasphemy d. EuropearCourt of Human Rights
_— e. Council of EuropeReport of the
DEMAND Committee on Culture, Science and
"5 | etaseremy Education of 8 June 2007
9 | L Aws f.  Venice Commission
ﬁ S ll‘f_]
I The presentation is available to AB
members here

https://www.dropbox.com/sh/b8uye9l84xh6lwv/AABEU325cQs5R7RmM425GUFcPa?dI=0

Lemaire Sarah www.ceji.org Project assistant 6 Ms. Lemaire

presentedCEJL a Jewish
Contribution to an Inclusive Eurape

Topics covered include:

WISH

ewis 8 a. Diversity education
Bk b. Engaging Jewish communities
c. Interculturaldialogue
d. Advocacy
I. The eMORE project
ii. Facing factg donline courses on
monitoring hate speech and hate
crime- www.facingfacts.eé

The presentation is available to AB

members here:
http://prezi.com/smvzbakilfup/?utm campaign=share&utm medium=copy&rc=ex0share

Van den Reeck |Mark Hamogelo tou Paidiou Head of I'r‘rreman‘onaf 7. Mr. Van den Reeck
Cooperations .
spoke aboufThe Smile of
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the Child('Smilé) and its directinterest on hate speech, as the national operator for
Greece of child assistance and emergency lines

oSmileis initiator and currently holding secretariat and presidency of EAN (European Anti
bullying Network, set up in 2014), where a debate is comingsujp the question whether

or not there is/ought to be a tendency towards osmosis betwegberbullying and hate
aLISSOKE o

GThe development of bullying is remarkably on the rise as well because of the cyber
phenomenon.tihas significantly lowered thiareshold for perpetrators and has somehow
brought both phenomena of bullying and hate speech closer to one antther

GThe question lies hence in the dilemma whether hate speech could or should be
incorporated in antibullying programs as 'new forms of bullyisgme believe it should,
others are very reticent to negative. As said, the debateshitirtly be on the agenda of
EAN as wellSmile, for one, believes that the answer tends to be negative. Handling of
individual bullying is an issue on its own andwddaot be blurred nor further complicated

by broader and complex issues of hate speech
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4.4 The MANDOLA Dashboard & Mobigplication
Prof. Marios Dikaiakofrom UCYa MANDOLA consortium partngresented the MANDOLA

Dashboard and the MANDOL/11:1511:30  coffee Break
Mobile appl ications. 11:30-11:55  Short Presentations by AB members (continued) AB members
. . 11:55-12:10  Short Presentations of the MANDOLA Dashboard & Mobile  Marios Dikaiakos &
The presentation available to applications €= George Palls
12:10-13:10  Privacy Impact Assessment (PIA) of the MANDOLA Estelle De Marco
MAN DOLA mem berS, outcomes (short presentation & discussion) *

comprised the following topics

Hate speech definition

Major Web platforms on Hatspeech

Monitoring Dashboard

Data Stream Collections

Twitter Data Stream :

Web Data Stream :

Hate-speech Data Anadys :

Hate-speech Data Flow :

. Preprocessing :

10. Hate-speech Classifier :
|
|

20170816 20170820

©oNoTO~wWwNPE

11. Classification Algorithm

12. Hate-speech Data Storage

13. Multi-lingual Corpus

14.Social Scientists

15. Monitoring Dashboard Web application
16.Dashboard Hatemap-------------- !
17.Dashboard Hotspot - - - - == === == - - o oo oo '
18. Dashboard Heatable
19. Dashboard Statistics

[ ,
20. Dashboard Administrator Panel PE— > : K  c
21.Mobile Application : 2 =
22¢KS al yR2t - --da--dzo'of S¢

23.Reporting while browsing YouTube Mobile Application

For the presentationsee AppendixC The MANDOLA Dashboard & Mobipplication in p.
43.
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4.5 Privacy Impact Assessment (PIA) of the MANDOLA outcomes
Dr. Estelle De Marcérom INTHEMISa MANDOLA consortiunpartner, made a short

presentation on the Privacy 11:15-11:30  Coffee Break
I m paCt Assessment Of thE 11:30-11:55  Short Presentations by AB members (continued) AB members
MAN DO LA outcomes 11:55-12:10  Short Presentations of the MANDOLA Dashboard & Mobile  Marios Dikaiakos &
applications George Pallis
Duri ng the # phase of her |12:10-13:10  Privacy Impact Assessment (PIA) of the MANDOLA Estelle De Marco
. outcomes (short presentation & discussion) * 6
presentation, Dr. De Marco

discussed thérivacylmpactAssessmentKIA). In a broad sense, PIA is understood to mean:

Assessment of risks posed by a prgjecthe right to private life and to personal
data protection, and more widely to the other rights and freedoms either
exercised by individuals in their respective personal spheres, or restricted by
extension because of a privacy limitation or a persoas grocessing.

The method used on PIA was based on other methods, work and recommendations, like
methods designed in several projects
(ePOOLICE, PIAF, VIRTUOS@elines on risk
management (ENISA, EBIO®E Article 29 Data
Protection Working Party @idelines on DPIA, £
the Article 35 of the GDPR / 26 of the Directivéy

2016 etc. :

MANDOLA outcomes, subject to the PIA includ

the monitoring dashboard
the smartphone app

the reporting portal 7
information dedicated to policy makers and
the Internet Industryand

1 information dedicated to Internet users

Thediscussion airedat2 6 G F AYAyYy 3 YSYOoSNBQ FTSSRol Ol 2VY
1. Section 4 Recommendations,

2. The elements of the content of the PIA, such as the identification of risks &
3. The methodology

il
il
il
il

For the presentationseeAppendidD: Privacy Impact Assessmentioé MANDOLA outcomes
in p.63.
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4.6 A short review of the Landscape analysis and introduction to Mandola
Stakeholder Survey

Mr. Cormac Callanan from ACONITE, a MANDOLA consortium partner, made a short
presentation on theLandscape o5

analyS|S and a|SO intrOd Uced 14:10-14:25 A short review of the Landscape analysis and introduction Cormac Callanan
the M and0|a StakehOIde r to Mandola Stakeholder Survey (a short presentation)® 4=

14:25-15:15  Brainstorming Panel on above topic Cormac Callanan &

Survey Nikas Frudas

Lunch Break

TheLandscapéocumentfocuses on the ongoing initiativesd on the arrent activities in
Europe It also includes arkef Gap Analysis

It examines the following five countries:

Bulgaria
France
Greece
Ireland
Spain

= =4 =4 -8 -9

For each of the above countrigsest
practice in this fieldvere highlighted,
areas which need focuswere ‘
determined and differences between |
EU member states were identified of "
different punishment for similar
behaviour.

Finally, the Stakeholder Survey svimtroduced and explained. It comprises 29 questions and
is also available in Spanish.

For the presentation see AppendixE A short review of the Landscape analysis and
introduction to Mandola Stakeholder Suryayp.70.
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4.7 Brainstorming Panel

In this session, four questions were given to the AB. For eaehtipn, the members wrote
their answers on sticky notes, oo oo

Wh|Ch were then COl Iected y |14:10-14:25 A short review of the Landscape analysis and introduction Cormac Callanan

H to Mandola Stakeholder Survey (a short presentation) *
read, displayed andecorded BT ’
14:25-15:15  Brainstorming Panel on above topic €= Cormac Callanan &

for processing. Nikas Foudas

4.7.1 Question 1
Question What did you learn from the work of Mandolaiat up to three ideas

Answers ?
Brainstorming Query | o
1. Qi1
a. Cooperationbetween various disciplines - What did you learn from the
aspects private and academic sector is s R Syl eapeefer s
extremely usefuld
b. Difficultto strike abalancebetween
detection of hate speech and freedom of
speechld
2. Q12
a. ltisdifficult to measurehate speecl*@
b. Itis difficult todefine hate speec
c. lItis difficult tocounter hate speec
3. QL3:
a. Definition will also remaiulifficult after MANDOLA@
b. MANDOLA offers glatform to act in practice to comba@
c. Facts collection need to be translated into @voluionary picture. MANDOLA
contributes greatly@

3

List up to three ideas

mandoia-contackenancola-project &u

4. Ql-4:
a. There isho easymethod to identify hate speecl@
5. QL5:

a. Complexityof legal difficulties@

b. Possibility to develop innovativapps @

c. Importanceof review by people& automation isdifficult.ﬂ
6. QIl6:

a. Complexity @

b. Variety ofstakeholders@

c. More work to da E
7. QL7

a. Islaw the answer@

b. Interdisciplinaryneeded @

c. Buteach one selectieir own field (only?.)@

29 SNE LI NIAOALIYG KlFLa 2yS wg2iSQed | SyO0Sz AF | LI NIAOALI yi
answers carries a weight of 1/&mphasids placed by the author and indicates the perceived keyword(s). Letter@,e.g.
SGO0dx INB FRRSR (2 AYyRAOIFGS OFGSI2NATLFGAZY 2F GKS LI NI AOA L
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8. Q18:
a. lssue of policy confidentialit{#}
b. Quick screenshdiutton to report hate speech for citizenfg)
c. Mixing type of hatred issue (ethnicitynationality ¢ sexual; gender) ]ﬂ

The above findings may be grouped as followji¢hat did you learn from the work of
Mandola?:

A. Itis difficult to define hate speec@b Ob MWHBIFH W--  33.3%
B. Itis difficult tocounter hate speeth oyb ©----------------- 10.4%
C. Variety of stakeholder€) b 80y M K3--------------—-oeeemev 14.6%
D. MANDOLA platforn®b Ob G 10— 16.7%
E. UnclearresponseQb Qb Q ---Fr-mmmmmmmmmmmmm oo 12.5%
SO oY e0 ] ) — 12.5%

What did you learn from the work of
Mandola?

Other; 12,5% It is difficult to
define hate

___speech33,3%

Unclear
response12,5%

MANDOLA

platform; 16,7% It is difficult to

. counter hate
Variety of stakeholders speech 10,4%

14,6%
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4.7.2 Question2

Question dList 1 (or 2) significant (positive or negative) changes during thg @t 5Sepl7)
of the Mandola projecin each of thdollowing areas:

© MANDOLA

Legislation Brainstorming Query Il

g

i Enforcement - List 1 (or 2) significant (positive or
1 Internet industry negative) changes during the time

(Oct15-Sep17) of the Mandola project

T £A Olj AYa 9 t é NJ_JS l:l NJ l:l 2 NEA in each of the following rea?

- Legislation

Answers 3 . e

1. Q21 i
a. Legislation N&@ DG (negativeﬁ
b. InternetindustryCode of Conduc2™
monitoring period results (positive@

2. Q22
a. There is muchnore awarenesabout hate speecl@
3. Q23
a. Much strongempublic concern on illegacontent and need to discugsoactive
measures@
4. Q24

a. Risk ofanti-migrant hate speech in Europ@
b. Tendency textendgrounds ofhate speeche.g. protection against homophobic
speechin a number of European countrie@.
5. Q25:
a. Lots ofprojectswent on to make users repor@
b. Code of conductor Internet industry
c. Enforcementgproven not to be don

6. Q2z6:
a. Trumpﬂ
7. Q2T

a. Negative: Victims & perpetrator
b. Positive: Enforcemer(restricted).

The above findings may be grouped as followldgt 1 (or 2) significant (positive or negative)
changes during the time (Oct®&ep17) of the Mandola projgct

A. Code of conduct for Internet indust®b oy -F- 11.9%
B. Restricted, or n&nforcemenY oyt @---F-------- 11.9%
C. More awarenessmb m b oyB O-----------------o-m--- 40,3%
D. More hate speechoyb eyl -------------=-mnmmmmmmome— 14.3%
E. Unclear respons@y= 0y--------------=----mnmmmmemmmmm-- 07.1%
F. Other 1+ =1 ------s-ememmommm oo e 14.3%

39 PSNE LI NIAOALI YO KFHa 2yS w@g2iSQo | Sy OSEK SiyF S Qs NI QRS yYis
answers carries a weight of 1/&mphasids placed by the author and indicates the perceived keyword(s). Letter@,e.g.
SGO0dx INB FRRSR (2 AYyRAOIFGS OFGSI2NATLFGAZY 2F GKS LI NI AOA L
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List 12 significant changes during the
time of the Mandola project

Other; 14,3%
More awareness

40,5%

Unclear
response7,1%

Restricted,

Code of
conduct for
Internet / More hate
industry; 11,9% speech 14,3%
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4.7.3 Question3

Questiont &What are the strengths and weaknesses of COUNTER SPEECH stidstgip$@
four ideas.

© MANDOLA

Answers 4 Brainstorming Query IIl

. - What are the strengths and weaknesses of
l Q3'1 COUNTER SPEECH strategies?

a. Weaknesses
i.  Not enoughof it. E
ii. Hard tomeasuresuccess@
b. Strengths
i.  Potential tochangehearts & mind@
ii.  Moreeffectivethan delete.@
2. Q32
a. Weaknesses
i.  Itis defencenot effective. E
b. Strengths
i.  Response of aommunity. |4
3. Q33:
a. Weaknesses
i.  Hard to know what to counter exactig
b. Strengths
i.  Way to make active aneksponsible Citizens@
ii.  To notlet hate speech not respor@
ii. Remove hatespeeah2y QG YI 1S LIS2LMES GKAYy]l RAFFSN
4. Q34:
a. (Weaknesses-
b. (Strengthy:
i. Laugh (ocounteract hate speech with humour and statis)i(@
5. Q35:
a. Weaknesses
i.  May bedifficult to mobilize in countries were problems / awareness / edu is
low. @
b. Strengths
i.  Probably thebest& most effectiveway to combatting hate speecl@
6. Q36:
a. Weaknesses
i.  May lead toconfrontation, flame wars. Not easy to impleme.
b. Strengths
i.  Seems to bevorking more than other approache@
7. Q37
a. Weaknesses
i.  Difficultto implement.@

4

List up to four ideas.

49 PSNE LI NIAOSOQIYLSKDEZ2§T WORINIAOALI yi 3IABSE ¥y FYaA6SNE 0)
answers carries a weight of 1/&mphasids placed by the author and indicates the perceived keyword(s). Letter@,e.g.
etc., are added to indicate categorizd 2y 2F G KS LI NIAOA LI yiQa NBaLRyaSo
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ii. It has to come from people you tru@
b. Strengths
i.  Crowdsourcing approache@.
8. Q38:
a. (Weaknessep
i.  Difficult to use the proper language / argumentati@.
ii.  Uncertainif it reaches the right public/audiencﬁ
iii.  Legitimizinghate speechﬂ
b. (Strengths):
9. Q39:
a. (Weaknessep
i.  No legal enforcement in severe cas@s.
b. (Strengths):
10. Q310
a. (Weaknessep
i. People can use hate speech wordsrasaphorwithout hate specific intent,
without paying attention to it@
ii.  Current initiatives areot going far enoughlg
iii.  Gowrnments and media sharehage part ofliability in spreading@
b. (Strengthy:
i. Educationi 2 NBAaLISOG 2F 20KSNBE 9 20KSNEQ NA 3¢
society.@
11. Q31L
a. (Weaknesses}:
b. (Strengthg:
i.  Short (to be read)Conciseand To the point (to havempact). B

The above findings may be grouped as folloWMthat are the strengths of
COUNTER SPEECH strategies?

A. Response of a communiti#Qb oyl+1=3 --——------mommee- 42.6%

B. Itis more effective than removivgb @b mbM-4 ---—- 53.7%

C. Does not leave hate speech without respoide------------- 03,7%
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What are the strengths of COUNTER SPEEC
strategies?

It is more effective
than removing 42,6%

Response of

community;
53,7%
Does not leav
hate speech
without
response3,7%
Theabove findings may be grouped as follow[Wghat are the weaknessesf

COUNTER SPEECH strategies?

D. Difficult to implementoyb Qb woybm 54 ----- 51.9%
E. Not effective b oyb=(q -—--------------m-m--—- 20.4%
F. LegalissuesO+tl=M Q------—----m-mmmmmmmme—om 14,8%
G. Other ObBOFM G----—-----mmmmmmmmmmmeeeeeee 13,0%

What are the weaknesses of COUNTER
SPEECH strategies?

Difficult to

implement; 51,9% Not effect
ot effective

20,4%

\ Legal issuesl4,8%

Other; 13,0%

4.7.4 Conclusions

One in three AB2 members, when askebtat did they learn from the work of Mandola
answered thatit is difficult to define hate speech further 17% referred to the platform
developed by MANDOLA.
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When asked about theignificant changes that occurred during the course of the MANDOLA
project 40% of the AB2 members thought that there is nomere awarenessbout hate
speech, while a further4P6 indicated that there isore hate speech

Regarding thestrengths of the COUNTER SPEECH stra®B2 members were almost split
0SGoHSYyrLas Y2NB STTSO0A @St id gobdbechlBet appdass Astthe 6 n 0372 |
NBalLlRyasS 2F (GKS O2YYdzyAdeé O6pm:ro

Finally, regarding theveaknesses of the COUNTER SPEECH strdtaljyhe members (52%)

thought that it isdifficult to implement while a further 20% thought that it reot effective
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5 Conclusions & Lessons Learned

This chapter gives the conclusiomgddessons learned from 2B

The size and composition of an Advisory Board is very crucial for meetings its aims and
objectives. During the course of the MANDOLA project, two methods were employed with
success:

In AB], participation waswide. As a result, and given the number of agenda items, AB1
YSYOSNE KFIR | NBfFiA@Ste aK2NI LSNAYRISEQIAY
brainstorming sessions were very productive, though, and allowed for the collectitive of
sectoralexperience of each memben a short period of time. In AB1 it was possible to

conduct eight such sessions.

In AB2, participation was somehow restricted, in order to give the opportunity to the meeting
to debate selected issues of interest to the projethe debate was verguccessfuland
members took home a valuable feedback which is recorded in the final version of selected
project deliverables. In addition, there were three sticky notes sessions, which focused on the
project as a whole. For details s€aapter4, in p.15-34.
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6 Appendix A: Agenda of AB2 (Advisory Board Meeting 2)

10:00-10:15
10:15-10:30
10:30-11:15
11:15-11:30
11:30-11:55
11:55-12:10

12:10-13:10

13:10-14:10
14:10-14:25

14:25-15:15

O MANDOLA

Muonitoring and Detesiing
Online Hate Speech

Second MANDOLA Advisory Board Meeting

September 7, 2017

Office of the Spanish Motionol Research Council {Room 3), Rue du Trdne, 62, Brussels

Meeting Agenda

Welcome/Introductions/Advisory Board

Short Review of MANDOLA results

Short Presentations by AB members

Coffee Break

Short Presentations by AB members (continued)

Short Presentations of the MANDOLA Dashboard B Mobile
applications

Privacy impoct Assessment (PIA) of the MANDOLA
outcomes (short presentation & discussion) *

The Discussion aims at obtaining members’ feedback on: ?

1. Section 4 Recommendations,

2. The elements of the content of the PIA, such as the
identification of risks &

3. The methodology
Lunch Break

A short review of the Londscope onolysis ond introduction
to Mandolo Stakeholder Survey (3 short presentation) ®

Brainstorming Panel on above topic

Questions to be discussed:

1. What did you learn from the work of Mandola? List up to
three items.

2. Llist one (or twa) significant (positive or negative) changes
during the time (Oct15-5epl?) of the Mandola project in
each of the following areas:

3. Legislation
b. Enforcement

c. Imternet Industry

d. Victims and Perpetratars

3. What are the strengths and weaknesses of counter
speech strategies? List up to four items.

! The daliverable to be discussad (D2.4b) will be forwarded separataly.
* S2e glso atzached APPENDIX.
* The daliverable to be discussed will be forwarded separataly.

Mikos Frydas
Vangelis Morkotos

AB members

AB members

Marios Dikoigkos &
George Pallis

Estelle De Marco

Cormoc Callognan

Cormoc Callanan &
Nikos Frydos
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© MANDOLA

Maonitaring and Detecting
Online Hate Speech

15:15-15:30  Coffee Break
15:30-15:45  Future Activities = Brief Introduction Vongelis Markotos

15:45-16:50  Brainstorming Panel = Future Activities Vaongelis Maorkotos

CQuestions that may be discussed: & Nikas Frydas

1. What shall we do with the developed MANDOLA
micnitoring technology? Moke it ovoiloble for reseorch,
menitoring, or comboting online hate speech, or evolve it
to include more copaobilities, etc. Mame up to threes ideas.

2. What other IT tools may be useful in combating hate
speech online more effectively? Mame up to three ideas.

3. What other approach against hate speech online would
be useful, apart from IT monitoring tools? For exomple, o
umiversal definition of haote speech, combating the crigins
of hate speech, focusing an the most dongerous
cotegories of hate speech, etc. Mame up to threes ideas.

4. How will hate speech evolve? Name up to three ideas.

5. What is the role of IT in combating future hate speech?
Mame up to three ideas.

16:50-17:00  Closing session Vaongelis Maorkotos
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O MANDOLA

Muonitoring and Detecting
Online Hate Speech

APPENDIX: Questions on the Privacy Impact Assessment

1. Please let us have your opinion in relation to the Privacy Impact Assessment (PIA) that has been
performed on the MANDOLA outcomes (this is presented In Section 3 of the Deliverable D2.4b,
forwarded separately).

Youw moy express o generc! opinior fe.g. on its odeguocy, structure, comoleteness, gic. ) ond/or
¥ 5 = ¥ !

focus on issues thot are more imoortant to you (such os the identificotion of risks), cooording to

Vour experience, ores of expertise ond interest.

in cose you would need further explonations on the FIA method thot hos been used, please
refer to the MANDOLA Deliverable D2 .4z {intermediate] - Privacy Impact Assessment of tha

A A BITSC] B T
WIANMULILA OUTCDIMmas.

in cose you would need further explonations on the notion ond protection of fundomental

rights corsidered within the fromework of this PIA, plegse refer to the MANDOLA Deliversble

02.2 - Identification and anzalysis of the legzl 2nd ethiczl framework.

2. Please let us have your opinion on the recommendations that conclude this PLA and which are
summarised in Saction 4 of Deliverable D24k,

Yo moy express o generc! opinicn and/or focus on (ssues thot gre more impaortant o you,
occording to your experience, crea of expertise ond interest. In porticulor, we ore interested in
any positive or negative comments reloting to one or more of the sofeguards proposed in these
recommerdations {oppropricteness, odequocy, lock of sofeguord in relgtion to o particulor
ISEuE.

3. You are encouraged to share with us any other comment you would like to make in relation to
Dellverables D2.4b, and / or Deliverahles D2 4a and D2.2.

4. Please, in relation to the deliverable D2.4b, let us know:
(1) Hyouwould like to be named in relation with your comments, or prefer that these comments
remain anonymously aggregated with the comments of the other experts, and
{2) If you would like to be named at the end of the report in the list of the Advisory Board
members who contributed to the PIA.
{3) Accordingly, let us have the exact way you would like to be refered (=x. 0r.x, resszrcher,

lzboratory, company or University, country).

www.mandola-project.eu -37- 2017-12-18 \
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7 AppendixB: AB2presentationby Evangelos Markatos

© MANDOLA
Our Background
© MANDOLA
= Partners of the project are active in
=" 2 MANDOLA:. 5 = Cyber security
Monitoring and Detecting on-line - Cybercrime research and education

Hate Speech - lllegal Internet Content Reporting

Evangelos Markatos
FORTH and U of Crete

o s
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© MANDOLA
Our Background — Cyber security:=o

« SysSec: European Network of Excellence in Cybersecurity
- Founding coordinator syssechle
- Editor of Red Book in Cybersecurity

= NIS (Network and Information Security) Platform
- Strategic Research and Innovation Agenda

= ECSO: European Cybersecurity Organization
- Founding members (Spain and Greece)
- (alt.) member of the Partnership Board

ECS#

mandota-contaci@mandola-project. ey ‘www mandoia-project ou 3

RED BOOK

© MANDOLA
What do we want to do in MANDOLA? .

¢ and Dwlactiog

= Monitor
- the spread and penetration of
= on-line hate speech in EU
= Call for proposals (from 2014) reads:

= “Monitoring and reporting on hate crime and
on-line hate speech (HATE)"

mandola-contact@mandola - project ey ‘wwew mandola-project eu 5

Our Background - © EMNDOLA
Cybercrime Research and Education™ -

= National Centers of Excellence in cybercrime f(:_

- Founding coordinators in N
- Spain, Greece, and Bulgaria

= Safeline: Greek Hotline to report illegal Internet content
- Founder and first coordinator
= SENTER: European Network of National Centers of

Excellence in cybercrime
- Founding member and WP leader safe|',ne

Y 4
4 senter

mandola-comtaci@mandola-projct ey 4

© MANDOLA
Why? T

= If you can not measure it you can not
improve it
Lord Kelvin

= Measurements are at the core
= of solid conclusions
= and sound actions

mandola-contaci@mandola-project eu 1 6

www.mandola-project.eu -39 -
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© MANDOLA © MANDOLA
How to measure it? e Dashboard - Hatemap e e

= Twitter-based approach
1. Collect tweets
2. Apply a hate-detection filter

3. Apply sentiment analysis
- To find hate speech (hitp://www.nltk.org/

© MANDOLA Other activities? © MANDOLA
Dashboard — Hotspot o Frequently Asked Questions e
—— = FAQ Book
: = Landscape Analysis

= Of current and future activities

= More at the talk at 14:10

@mw—mmmmmmmmmumumm

wanw mandola-project v 9

www mandota-project eu 10

www.mandola-project.eu - 40 - 2017-12-18 |



| MANDOLA D1.5

© MANDOLA © MANDOL

Detectrg

Reporting Portal Other activities? Legal

= Where can you report Hate Speech? = Definition
I Euvopean organisations whers you can report hate apeech incidents. - What is hate speech

(ST ——

4 = = = Legal Framework
SRSl = In Member States

= Policy-Impact Assessement

= i C - More at the talk at 12:10

mandola-contaci@mandola-project eu W MAnAola-project eu " mandola-contact@mandola-project eu www mandota-peoject ey 12

© MANDOLA © MANDOLA

g and Detacting

Who?

Why are we here today? .

FORTH (coordinator), GR
U of Cyprus, CY

= We want your advice

= AlIS, IE By e Inthemi§ - Advisory Board
= ICITA, BG U_/“/m;l. = You know a lot about this area
- Bulgarian Center of Excellence in cybercrime = Can you share some of your
; ] knowledge?
- UAM, SP .
SeanlahiC f Excell i evberen = Can you share some of your
- Spanish Centers of Excellence in <fy e:cnmg experience? .
P I EN niversity
= UMO, FR X" of Cyprus - Some of your wisdom?
= Member of the French CoE in cybercrime
= INTHEMIS, FR
mandola-conlact@mandola-project eu W mandola-project ey 12 mandola-contact@mandoia-project ey
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© MANDOLA © MANDOLA

How are we going to get this advice? roimies Brain storming sessions O e Syt
= Interactive Brain = We are going to ask you /\

storming sessions questions: L
= Post it notes . Ie.g."‘lfhyotu could ;r)]assho?e - L s

= aw in hate speech, wha

= Share your advice would it be?"p

. Eve.n half-baked ideas « Think “out of the box”

sAilideas! ) = Share your knowledge

- In research all ideas are X
welcome - Share your ideas

mandola contactimandola-progoct eu ‘www mandaia-project ou 15 mandola-contaci@mandola-project eu

15

© MANDOLA
A final note s

© MANDOLA

= If you want to make a short presentation

= Of your activities
= Let me know Thank you

= We have some slots
= < 5 minutes long...

Evangelos Markatos
FORTH and U of Crete

mandola-contaci@mandolas project eu wwew mandoli-project eu 17
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8 AppendixC The MANDOLA Dashboard & Mobikgpplication

PP e T ESEE— e

Technologies to detect, analyze and report
online hate speech

© MANDOLA Define the problem of

Hate-speech

Marios Dikaiakos

University of Cyprus

_ ELr ) o —
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il

PP PP ey
Barack Obama WIRED Magazine Editorial

L H H "
Online hate speech represents a major challenge for Now is the Greatest Time to Be Alive

Online Social Networking services and Web sites. That's how we will overcome the

challenges we face: by unleashing

theguardian =

the power of all of us... Not just

F Guardian comments making our social networks more

fun for sharing memes but also

Facebook's confusing hate speech policy detailed in
leaked documents

Migrants are dirt’will get removed, but migrants are dirty”is fine

harnessing their power to counter

terrorist ideologies and online hate

On Twitter, Hate Speech Bounded speech.

Only by a Character Limit

Barack Obama: “Now it the greatest time to be alive™ Wired, November issue, 2016

11730/ 2017 MANDOLA ADVISORY BOARD MEETING 3 1173072017 MANDOLA ADVISORY BOARD MEETING

I ! I aof Cyprus m - .“Df“(h'wu!“ ':

What is Hate-speech?

In the Oxford dictionary hate is defined as an emotion o “@USERNAME absolute bastard!”
of "intense dislike", for someone or something, of an
"aversion to" something. No hate SpEECh

This feeling of "hatred or intolerance" can be
verbalized in a speech (becoming this way a "hate

speech") and used to express "hatred or intolerance of . ) .
other social groups, especially on the basis of race or Thass faggot ass niggas...
sexuality”. Hate speech

As there cannot be a universal definition of Hate
Speech, some web pages and social platforms have
adopted their own definitions of hate speech.

11/30/2017 MANDOLA ATVESCRY BOARD MEETING 5 11/30/2017 MANDOLA ACNSSORY BOWRD MEETING €
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Major Web platforms on Hate-speech Our Objectives
Facebook defines the term "hate speech" as "direct and serious * Monitor the spread of online hate-related speech.
attacks on any protected category of people based on their race,
ethnicity, national origin, religion, sex, gender, sexual orientation, - Analyse its content and the categories to which it might
disability or disease”. belong (Ethnicity, Nationality, Religion, Gender, Sexual,
Twitter does not provide its own definition, but simply forbids to Class, Disability).

“publish or post direct, specific threats of violence against others.” & ’ . 3 . 5
e e " i Store and visualize actionable information for policy

YouTube website clearly says it does not permit hate speech, which makers, to promote policies against online hate speech,

it defines as “speech which attacks or demeans a group based on

race or ethnic origin, religion, djsabiljty, gender, age, veteran status and citizens, to raise their awareness.
and sexual orientation/gender identity. Do that without holding any user’s sensitive data, by
Google makes a special mention on hate speech in its User Content processing data on the fly, following a procedure

and Conduct Policy: “Do not distribute content that promotes hatred
or violence towards groups of people based on their race or ethnic
origin, religion, disability, gender, age, veteran status, or sexual s 3
orientation/gender identity.”

approved by the Cyprus Data Protection Commissioner.

Article 7(1X2) of the Personol Dot Protection, N. 138(1)/2001

11/30/2017 MANDOLA AOVESORY BOARD MEETING 11/30/2017 MANOOUA ADVISORY BOARD MEETING

~
*
o]

2 k4 2 g (o]
MANDOLA Tools Monitoring Dashboard

A bundle of tools to tackle online hate-speech and meet

gl Consists of the following modules:
our objectives.

Data Streams Collection ( Twitter and Web pages)
Hate-speech Data Analysis ( Multi-lingual Classifier )
Data Storage ( Hate-speech statistical database )
MANDOLA Application Interface — API

Monitoring Dashboard Web Application
A

Monitoring Mobile hos
Dashboard Application Data

Streams

< 2 Sis Storage Dashboard
@ ‘ ’ Collection

Monitoring

11/30/2017 MANDOLA AOVISORY BOARD MEETING 8 11/30/2017 MANDOUA ADVESORY BOARD MEETING
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Data Stream Collections

Consist of two sub-modules :

Twitter data stream is collected via Twitter Stream APl using a
framework to efficiently retrieve large collection of tweets per day
(developed by University of Cyprus).

Web data stream is collected via meta-search engine that crawls

possible hate-related web pages (developed by University
Autonomous of Madrid, Spain).

Each collected stream is fed to Apache Kafka, a queuing
system for supporting streaming data processing.

“Distributed [anpe-Scale Data Collection in Ovline Sociol Networks” H. Efstativoses of ol MEE O 2016

11/30/207 MANDOHA ATVESORY BIMARD MEETING

Web Data Stream

Cravding Module

Links

11/30/2017 MANDOLA ACVISCRY BOARD MEETING

Twitter Data Stream

i Scoie Data in Ovwiine Sovial Netwarks™ H. Efstothiades of of. [EEE OIC 2098

e
“Oiniine Sockal Network Evolution: Revisiting the Twitter Groph® H. Efseaniviodes et ol. Best shwdent paper award, \EEE Blg Data 2016

11/30/2017

12

Hate-speech Data Analysis

Input data comes from Apache Kafka are preprocessed to
enter the Classifier.

Multi-lingual Hate-speech Corpus, continuously enriched,
supports and retrains the Classifier.

The Classifier receives the input, and outputs the Hate-
speech analysis to be stored.

Data

Preprocessing
(W Agsache Kafks]

11/30/2017 MANDIOLA ADVESORY BOARD MEETING
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11/30/2017

Hate-speech Data Flow

Preprocess

Consumer 1

Consumer 2

Consumer N

Worker 11
Worker 12

Consumer IN

i

Language
Detection

i

Hate-speech
Classification

i

Topic
Classification

i

Data

Transformation

MANDOLA ADVISORY BOARD MEETING

Preprocessing

- Removes non-linguistic features as:

User Mentions e.g. @mandola_project

URLs e.g. http.//www.google.com
Hashtags e.g. #MANDOLA

Expands any abbreviation found.
e.g. “thanx"= “thank you"
Applies more linguistic processing.

Statistical Data
Storage

This helps us to store fewer unique words in the Multi-
lingual corpus and improve the Classifier’s performance.

of

pe v

“Detecting Offensive Tweets via Topical Feature Discovery over a Large Scale Twitter Corpus™ Guang Wang, Bin Fan, Ling Wang, Jason
1. Hong, Carolyn P. Rose, 2016

11/30/2017

MANDOLA AOVEORY BOARD MIETING

L

Hate-speech Data Flow

Preprocess: Prepares text to be analyzed.

Language Detection: Service that detects language
because of Twitters poor language definition

Hate-Speech Classification: Service that executes the hate
classification and returns a hate score.

Topic Classification: Service that classifies the text into
the predefined categories.

Data Transformation: Removes any personal/private or
unwanted data leaving only the statistical data to be
stored.

Statistical Data Storage: Securely stores the statistical
data into the database to be visualized by dashboard.

m

Hate-speech Classifier
Multi-lingual classifier trained with machine
learning techniques. 1= m

Trained with Mllib, Apache Spark's scalable
machine learning library.

Training data and Testing data come from the
Multi-lingual corpus.

The output consists of statistical data only, and
does not contain private information.

MANDOLA ADVESORY BOARD MEETING
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Classification Algorithm
Class: Hate or No Hate

Target Labels: 7 categories of hate speech (ethnicity, nationality,
religion, gender, sexual, disability, class)

Model

In multiclass-multilabel classification, the goal is to assign one or more
labels to each instance in an instance space

Each label associates an instance with one of 2 possible classes (hate / no

Property
hate) hatescare
Stochastic Gradient D it (SGD) Classifier supports multi-class

PR . . : . s Ry " pasted_on
classification by combining multiple binary classifiers in a “one versus all .
(OVA) scheme. country

ety
Tags
geohash

Ofer Deket, Ohad Shamis ification with More Classes than Examples. AISTATS 2010

Bottou L. (Facebook Al Research) Large-Scale Machine Learming with Stochastic Gradient Descent. Proceedings of COMPSTAT'2010.

11/30/2017 MANDOUA AOVISORY BOARD MEETING

Why Stochastic Gradient Descent (SGD)?

SGD has been successfully applied to large-scale and
sparse machine learning problems often encountered in
text classification and natural language processing

Given that the data is sparse, the classifiers in this module
easily scale to problems with more than 10° training
examples and more than 10° features

The advantages of Stochastic Gradient Descent are
efficiency and ease of implementation.

Hate-speech Data Storage

In the hate-speech database we store only the statistical output of
the hate-speech analysis module, without any vulnerable
information.

This is in line with the article 7(1)(2) of the Personal Data Protection
(Protection of the Human) Laws of 2001 to 2012 in Cyprus (N.
138(1)/2001 as it was modified with N. 37(1)/2003 and N105(1)/2012).

Descrigtion

A number between 0 and 1, representing the hate strength of the tweet or Google page content, with 1 being the most
hateful and 0 being the least.

The date in UTC format of when the specific data was posted or last updated.

The language in which the hate speech is written.

The country from which was posted.

The oty from which was posted.

An array of the hate categories that have been detected in the input. The probable categories are ethaicity, naticnality,
gender, refigion, sexuality, class, disability and history.

The encoded location of the data that is used in the grouping for the map visualization as wed as for the protection of
the user persanal information

Workaho: “From Orfis Hatw Somech 10 cyber-tarrarnn©’, § Fabruary 2017

Multi-lingual Corpus 1/2

Comprises multi-lingual sets of hate-related speech in the
different hate categories.

It is produced from the Filtering Mechanism and by
having Social Scientists manually annotate text.

The system will continuously enrich this corpus so to be

up to date.

Enrichment

Evaluation Methodology: conduct 10-fold cross-validation

from System

Multi-lingual

Corpus

on the dataset.

Datasets

Social

Sample Hate Filtering

Mechanism

Scientists

11/30/2017 MANDOLA AOVIGORY SBOARD MEETING 2 11/30/2017

MANDOLA ADVISORY BOARD MEETING
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T . e

Multi-lingual Corpus 2/2 Social Scientists
T . T Social Scientists annotate if text excerpts presented through
Subjectivity Classifier: Hate-speech “l‘i‘;:‘fl’t"‘;’:" a web-based MANDOLA annotation system contain hate-
Terich o ba oplolonated demsubjictive % speech and the category to which they belong.

sentences are more likely to contain hate-
speech than objective.

© 0 days, 0 hours, 1 minutes 2

WITY B

Hate-base Classifier: Sentiment lexicon
for hate specific terms which often express Classifier
hate against the referent.

Polarity Classifier: Hate-speech tends to
have negative meaning, thus sentences with
negative polarity are more likely to contain Polarity
ha(e‘speech. Classifier

Hate-base

“Hotebose,” Mobiocrocy, Sentinel Project for Genocide Prevention, 2008
“A new ANEW: Evoluation of o word fist for sentiment analysis in microblogs,” £ A Nielsen 2011

11/30/2017 MANDOUA ADVESORY ROARD MEETING

11/30/2017 MANDOLA ADVISORY BOARD MEETING

Social Scientists Social Scientists Results
Social Scientists: * Problem:
MANDOLA appointed a total of 8 social scientists, 2 for Spanish, 2 © The annotated content does not contain sufficient amount of hate-
for Greek, 2 for Bulgarian, 1 for French and 1 for English. speech in order to successfully train a model for each language.
Each one annotated text both in his/her native language and in
English. - Solution for English:
Annotated as Hate-speech: 3,212 * Several publicly available annotated datasets from other published
Annotated as not hate-speech: 20,203 works used to expand hate-speech corpus.
language  Content  Hate-speech[Agreed On]  Not Hate-speech [ Agreed On |
Englsh 26422 63 23836 No Hate-speech Hate-speech Offensive Racist Sexist
Greek o 485 3040 22747 3783 24006 1957 3217
Bulgarian 4791 12 1231
French 511 0 0
Spanish 12267 901 10165

“Hatefwl Symbols or Hateful People? Predictive Features for Hate Speech Detection on Twitter.,” Woseem, Zeerok & Hovy, Dirk, 2016
“Automated Hate Speech Detection and the Probiem of Offensive Language”, 7. Dovidson, D Warmsiey, M Macy, | Weer 2017

11/30/2017 MANDOUA ADVISORY BOARD MEETING

11/30/2017 MANDOLA ADVISORY BOARD MEETING
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T Uty

11/30/2047

11/30/M97

Social Scientists Topic Labeling

Manual Analysis on Topic Labeling

Many miss-classifications between Ethnicity — Nationality,
Sexual — Gender.

Very few classifications on Class and Disability categories.

Other category is really noisy and cannot be inferred.

Personal category is also really noise and cannot be
inferred

MANDOLA ADVTSORY BOMRD MEETING

Topic Modelling

Topic Modeling is a set of algorithmic techniques that aim
to discover and annotate large archives of documents
with thematic information.

LDA = Latent Dirichlet Allocation is the most popular
statistical topic modeling algorithm.

Train using MALLET - Java-based package for statistical
natural language processing. =

MANDOLA ADVERDEY BOARD MEETING

11302017

P ——

11/30/2017

Solutions

Remove Class, Disability, Other and Personal categories.
Combine Ethnicity and Nationality into one category
Ethnicity-Nationality.

Combine Sexual and Gender into Sexual-Gender.

Data will be classified in Other category, if none of the rest
categories exceed their respective threshold t.

BOARD MEETING

L Universty

Word Cleaning Algorithm

Remove shortened URLs in tweets.

Suppress three or more repeated letters into one e.g.
hellooooo to hello.

Replace slang words and phrases.

Apply Entity Extraction and perform Normalization e.g.
trump to Denald Trump, 45t President of the United

States.

Expand any #HASHTAG.

Remove @USERNAME.

Remove stop-words.

Remove any non-letter character other than *-" and .

MANDOLA ACVEIY BOARD METTING

www.mandola-project.eu
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Ty oy [ — Dy

Topic Labeling System Architecture Topic Labeling System Architecture

EXAMPLE: "@CNN

KNOWLEDGE EXPANSION MALLET — TOPIC president bce he is worse than ours”™
MODEL

ENTITY HASHTAG INFERENCER
EXTRACTION EXTRACTION
ENTITIES REAL-
TIME INDEX HASHTAG

REAL-TIME
INDEX

®
-
£
)
i
o
L
H
o

0.79 POLITICS 0.38 ETHNICITY/NATIONALITY

11/30/2017 11/20/2017

af Cyprus
Monitoring Dashboard
Web application

Dashboard Hatemap

i 18 Augusi 2017 - 20 August 3017

Built with HTMLS, C553 and JavaScript. v - E
Compatible with any web browser. L
Responsive (Twitter's Bootstrap) and compatible with any > i
mobile device, N {} o
Can be found at: https://goo.gl/CnXttH - by »

Password: m@nd0la_20!6 g d._é.“: ’ P Y
=" ] 3 . = I' - ;

BEEHED

@MmmmrrmrqmmtmmMMmuum

1173003017 MANDOLA ATVISORY BOARD MEETING EE ] 11303017 MANDOLA ADVERDRY BOARD MEETG
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Dashboard Hotspot

Filtering

11/30/2017 MANDOLA AOVISORY SOARD MEETING

35
e TEE— —

Dashboard Hotspot
Dashboard Heat-table

Drilldown

@MW&MIPM}P#WWhMWMMH.’m @anmzrumqmmnmmmauuqm
36

:lll
i
iitl

@Mw-emxrurqmmummmm"nuqm

MANDOLA ADVISORY BOARD MEETING

11/30/2017
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L. Dashboard Statistics
Dashboard Statistics Dete-range
B [ = 2o L g
‘_ = ;u-hhs:::.\ ll- un::q..:. M
e -
AN A2EC o= SSTL SPOECH PERCINTAGE PO EATESONY o= [ o= AT SAEEn FERCENTASE PR EoTT3HY 'y

- - W
— —
- .

@M Vissalizotions are from 16™ 1o 20™ of Augwst reloted ro rise Chariommeswife Amock on 17 of Augest.

@MWNM!FMH‘*’MMWMMMMDUW

11303017 11/30/2017

of Cypras
Dashboard Statistics Dashboard Statistics
Timeline

Language Usage

-

@mm&ﬁummwurqmmummnutmuqm
11/30/2017

11/30/2017
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Dashboard Statistics

Hate Percentage per Category

MATE-SPEECH PERCENTAGE PER CATEGORY 0=
“w s
===l
Bl S Y
Pom N -

T O R Y

11/30/2007

Dashboard Statistics

Top Three Countries

TOP 3 COUNTRES PER CATESORY 0=

W Ot St 0 Comate 0 it g

@Mwmmnr-mqmmnmmm-uqm

11/30/2017

Dashboard Statistics

Hate Percentage per Country

MATE-SPEECH PERCENTAGE PER COUNTRY 0=

Attack on 12 of August.

Dashboard Statistics

Categories Timeline

TIMELINE PER CATEGORY

« Paumes
TR

CTWNOTYN
- RG0S

@m are from 16 10 20° of A Astack on 12 of August.

11/30/2017
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L (]

Dashboard Administrator Panel Dashboard Administrator Panel

11/30/2017 11/30/2017

Mobile Application

Application’s main objectives are:
Support anonymous reporting.

Raise online hate-speech awareness by viewing statistical analysis
and FAQs.

Be compatible for Android and 10S devices.

=] Provide the best possible user experience based on each platform’s
limitations.

Development technologies:

Cordova which enables you to develop a mobile application with
web technologies.
HTML ax cxx

HTML, CSS and JavaScript. E B g

11/30/2017 MANDOLA ADVISORY BOARD MEETING 9 11/30/2017 MANDOLA ADVISORY BOARD MEETING
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Mobile Application Mobile Application
© Awareness:
T [ Present severalfacts about hate-speech.
e Iy e I S Analysis from the dashboard’s data. Analysis on data collected from
LLE T B —— o —t certain events:
[t ettt Olympic games at Rio in August 2016
’ ' ’ b Q .- | =T = » U.S. Presidential Elections 2016
(] S ) 2 -~
CLORAL MATE- SPIRCN o -‘ —“"-— — ‘‘‘‘ _
e e —— © EITTT——a T
 — (% G rur ——
R e - = P
o ~ o oo ~ o oo ~ o o] ——mme ‘
Awareness View FAQs View Report View Settings View :2?—7 f e I
S S——— I = E
(0"~ o o ~ o o] (o~ o ol =~ o o]
11/30/20107 MANDOUA ADVISORY BOARD MEETING 51 i 11/30/2017 MANDOUA ADVISORY ROARD MEETING 52
51 52
= Qs
. N Mobile lication
Mobile Application AP
MANDOLA Bubble:
FAQs: .
Embedded the FAQs from D4.1. To make the user experience more smooth we
Answers are smaller in order to be more user-friendly. implemented the MANDOLA Bubble, which is a
Also added a keyword search mechanism to filter out questions. background process facilitating the automation
SEEEASHINE,
= When the application is running, a floating
S T Bubble appears on the mobile phone’s screen.
We require from the user to copy and paste the
URL and the text from the source.
[0 = o o] o =~ o o]
11/30/2017 MANDOLA AOVISORY BOARD MEETING » 11/30/2017 MANDOLA ADVEIORY OARD MEETING “
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