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1

Introduction

This document, comprises the following chapters:

1.

Chapter 2 [Aims & Objectives of the Advisory Board (AB)]: This chapter describes the
aims & objectives of the Advisory Board, as well as the practical constraints taken into
consideration, when examining candidates.

Chapter 3 [Methodology used to populate the AB]:. This chapter describes the
methodology used to populate the Advisory Board.

Chapter 4 [Proceedings of the AB1]: This chapter gives the proceedings of the Advisory
Board Meeting 1 (AB1).

Chapter 5 [Conclusions & Lessons Learned]: This chapter gives the conclusions and
lessons learned from AB1.

The document includes the following appendices:

Appendix A: Agenda of AB1 (Advisory Board Meeting 1)

Appendix B: Advisory Board presentation

Appendix C: Introduction to MANDOLA presentation

Appendix D: Technical Infrastructure presentation

Appendix E: Definition of Hate Speech & Legal Framework presentation
Appendix F: Brainstorming Panel | / Question 1

Appendix G: Brainstorming Panel | / Question 2

Appendix H: Brainstorming Panel | / Question 3

Appendix |: Brainstorming Panel | / Question 4

Appendix J: Brainstorming Panel Il / Question 1

Appendix K: Brainstorming Panel Il / Question 2

Appendix L: Brainstorming Panel Il / Question 3

Appendix M: Brainstorming Panel Il / Question 4

AT T oo o 00 T

.3._
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2 Aims & Objectives of the Advisory Board (AB)

This chapter describes the aims & objectives of the Advisory Board, as well as the practical
constraints taken into consideration.

The aim of the task undertaken it to compose the optimum AB, under the practical
constraints of the project.

The Chapter comprises the following sections:

1. The Objectives of the MANDOLA AB
2. AB Constraints
3. AB Membership

2.1 The Objectives of the MANDOLA AB

Setting up an Advisory Board “that will steer this project” is the goal of WS1.3. The delivery of
the following outputs is part of the project’s contractual obligations:

1. D1.4 Advisory Board Meeting 1 Target group: ALL
2. D1.5 Advisory Board Meeting2 Target group: ALL

The current document constitutes deliverable D1.4.

2.1.1 AB duties in general

In general, an Advisory Board provides non-binding strategic advice. Among the reasons for
creating an AB are the following:

° Seek expertise outside MANDOLA.

. Complement existing strengths.

. Counsel on issues raised by MANDOLA.

° Become a resource for MANDOLA managers.
. Provide un-biased ideas.

o Monitor project performance.

2.1.2 AB duties in particular

According to the MANDOLA project objectives, the Advisory Board should have the following
characteristics:

° AB will steer the project.

° AB will help spread the project message well beyond participant Member States.
° AB will assist the promotion of the developed technologies and tools.

° AB will provide valuable feedback & market guidelines on progress & results.

° AB will further enhance impact & dissemination of MANDOLA'’s ideas.

° AB will foster dialogue & debate.

° AB will serve as a source of expertise.

www.mandola-project.eu -7- October 22, 2016
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2.2 AB Constraints

Project constraints place an upper limit of 20 to the number of external AB members who
reside outside Brussels. In addition, the AB members must be EU residents.

The meeting room made available has a capacity of 25. This implies that with a total of nine
internal AB members, the external AB members should be restricted to 16.

MANDOLA project partners are grateful to the European Office of Cyprus, in Rue
du Luxembourg 3, Brussels, who made their meeting room available, free of
charge.

2.3 AB Membership
In general, AB members must be individuals

1.  with personal qualities and

2. representing an important entity, where important is understood to mean important for
the project, and

3.  with knowledge of the issues the project deals with and

4.  with good command of English and

5.  with the ability to be present at the AB meetings in Brussels.

Given the above and the project objectives (see «The Objectives of the MANDOLA AB»,
above), AB members shall then be drawn from:

° Academia

° NGOs

° LEA

. Internet Industry
° Government

° other

www.mandola-project.eu -8- October 22, 2016
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3 Methodology used to populate the AB

This chapter describes the methodology used to populate the Advisory Board.
It was decided to follow the methodology below:

1. Create a super-list of 50-60 individuals, candidates for the AB.

Assess the suitability of each individual across a number of attributes.

Combine the marks/attribute into an overall score/individual.

Order the individuals according to their score.

Invite the top 16 individuals.

Once an individual accepts an invitation, the individual is moved to the top of the list.
Once an individual declines the invitation, the individual is moved to the bottom of the
list.

8.  Continue until you have 16 acceptances.

NouswnN

3.1 Attributes of AB candidates

An optimum AB, would be one which would satisfy the aims and objectives discussed under
Chapter 2 (see p. 7). The basic qualities required, from the AB, are:

1.  Afocused range of expertise:

a. Child Care
b. Cybersecurity (Leg)
c. Cybersecurity (Tech)
d. Hate Speech
e. Hotline
f.  Human Rights
g. Linguistics
2 Balanced representation of AB members’ organizations:
a. Academia
b. Industry
c. IntlORG
d. LEA
e. Mass Media
f. NGO
g. State

3.  Wide and balanced representation of nationalities.
4. A balanced gender composition.

In addition to the above, it was thought appropriate to balance MANDOLA members! (the
MEMBERS) recommendations, as well as MANDOLA member organizations’
recommendations.

Finally, given that the total AB cost depends mainly on travelling expenses, it was thought that
the distribution of the areas of residence should also be balanced.

Given the above, the ATTRIBUTES for assessing AB candidates are:

1The team of individuals who participate in the MANDOLA project, on behalf of the Coordinator and the Principal Contractors.
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Primary Area of Expertise [of the AB member]

Type of Organization [to which the AB member belongs]
[MANDOLA] Member [proposing an AB candidate]

[MANDOLA] Member Organization [proposing an AB candidate]
Nationality [of the AB candidate]

Area of Residence [of the AB candidate]

Gender [of the AB candidate]

OGmMMmMOO® >

3.2 Population of the Super-List
Super-List is the list of all individuals, considered for AB participation.

The Super-List was populated via recommendations from MEMBERS, who were invited on
5/11/2015 to fill a suitable recommendation form. This process lasted for almost seven
months and was interactive.

4 N
Members' Proposals

T.SYNODINOU | sea e i

N.FRvDAs T

M. DIKAIAKOS [ =

M. CHRISTODOULAKI | ¢
E. MARKATOS |
E.DEMARCO | _ o
c. cauanan  EEEESRER R

A.SPASOVA | i

A.JOMNI s

0 5 10 15 20 25
\. J

Figure 1: MANDOLA Members’ recommendations regarding AB composition.

The results are depicted in Figure 1 and in Figure 2.
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Member Organizations' Proposals
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Figure 2: MANDOLA Member Organizations' recommendations regarding AB composition.

The Super-List composition regarding the Type of Organization the AB candidates belong to,

is depicted in Figure 3.
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Type of Organization
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Figure 3: Type of Organization AB candidates belong

The Super-List composition regarding the Primary Area of Expertise of the AB candidates, is
depicted in Figure 4.
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f A
Primary Area of Expertise
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Figure 4: Primary Area of Expertise of AB candidates

The Super-List composition regarding the gender distribution of the AB candidates, is depicted
in Figure 5. “X” denotes unknown gender, as it was not known which individual would
represent the candidate organization.

e 2
Gender

mF
=M
mX

L W,
Figure 5: Gender distribution of AB candidates.

The Super-List composition regarding the Nationality of the AB candidates, is depicted in
Figure 6. “European” denotes unknown nationality, as it was not known which individual
would represent the candidate organization.
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4 N
Nationality
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Figure 6: Nationality of AB candidates.

e ~
Area of Residence

SWITZERLAND
SLOVENIA
ITALY
IRELAND
ICELAND
HOLLAND
GREECE
GERMANY
FRANCE
EUROPE
ENGLAND
DENMARK
CYPRUS
BULGARIA
BELGIUM
AUSTRIA

S g5

\_ 0 2 4 6 8 10 12 14

Figure 7: Area of Residence of AB candidates.
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3.3 Candidate Score
Each candidate is awarded a mark for each of the ATTRIBUTES introduced earlier on:

Primary Area of Expertise [of the AB member]

Type of Organization [to which the AB member belongs]
[MANDOLA] Member [proposing an AB candidate]

[MANDOLA] Member Organization [proposing an AB candidate]
Nationality [of the AB candidate]

Area of Residence [of the AB candidate]

Gender [of the AB candidate]

GmMmoO®m>

The individual marks, one per ATTRIBUTE per candidate are weighted and summed to produce
the candidate score. The candidate score is thus the weighted average of the candidates’
marks per ATTRIBUTE.

3.3.1 Primary Area of Expertise [of the AB member]

As discussed in §3.1, above, the following expertise is considered desirable for the AB:

Table 1: Primary Area of Expertise of AB Members and Weighting

# Primary Area of Expertise | W-Ex | W-Ex%
01 Child Care 5 11%
02 Cybersecurity (Leg) 7 15%
03 Cybersecurity (Tech) 7 15%
04 Hate Speech 10 21%
05 Hotline 9 19%
06 Human Rights 8 17%
07 Linguistics 1 2%

Each entry is given a weight from 1 to 10, according to importance (field “W-Ex”). Field
“W-Ex%”, indicates the % value of the weights. For example, “Hate Speech” is the most
important Expertise and is, thus, given a weight of 10, etc.

Each candidate is given a mark from 1 to 10, as following: All candidates with the same
Expertise, say “Human Rights”, are sorted in order of suitability for the AB, with the most
suitable scoring 10, the next most suitable 9, etc.

3.3.2 Type of Organization [to which the AB member belongs]

As discussed in §3.1, above, the following Types of Organization are considered desirable for
the AB:

www.mandola-project.eu -14 - October 22, 2016
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Table 2: Types of Organization of AB Members and Weighting

# | Type of Organization W-Or | W-Or%
01 | Academia 5 9%
02 | Industry 10 18%
03 | Intl ORG 8 14%
04 | LEA 9 16%
05 | Mass Media 9 16%
06 | NGO 7 12%
07 | State 9 16%

Each entry is given a weight from 1 to 10, according to importance (field “W-Or”). Field
“W-0r%”, indicates the % value of the weights. For example, “Industry” is considered the most
important Type of Organization and is, thus, given a weight of 10, etc.

Each candidate is given a mark from 1 to 10, as following: All candidates with the same Type
of Organization, say “NGQ”, are sorted in order of suitability for the AB, with the most suitable
scoring 10, the next most suitable 9, etc.

3.3.3 [MANDOLA] Member [proposing an AB candidate]

Entries are the MEMBERS. Each entry is given the same weight.

Each candidate is given a mark from 1 to 10, as following: All candidates proposed by the same
MEMBERS, say N. Frydas, are sorted in order of suitability for the AB, with the most suitable
scoring 10, the next most suitable 9, etc.

3.3.4 [MANDOLA] Member Organization [proposing an AB candidate]

Entries are the MEMBERS’ Organizations. Each entry is given the same weight.

Each candidate is given a mark from 1 to 10, as following: All candidates proposed by the same
MEMBERS’ Organization, say FORTH, are sorted in order of suitability for the AB, with the most
suitable scoring 10, the next most suitable 9, etc.

3.3.5 Nationality [of the AB candidate]

Entries are the AB candidate’s Nationality. Each entry is given the same weight.

Each candidate is given a mark from 1 to 10, as following: All candidates of the same
Nationality, say Greek, are sorted in order of suitability for the AB, with the most suitable
scoring 10, the next most suitable 9, etc.

3.3.6 Area of Residence [of the AB candidate]

Entries are the Areas of Residence of the AB candidates (e.g., Austria, Belgium, Bulgaria,
Cyprus, etc.). Each entry is given different weights, according to distance from Brussels.
Brussels get the top mark, 10, while Cyprus get 5, etc.
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Each candidate is given a mark from 1 to 10, as following: All candidates from the same Area
of Residence, say Greece, are sorted in order of suitability for the AB, with the most suitable
scoring 10, the next most suitable 9, etc.

3.3.7 Gender [of the AB candidate]

Entries are “Male”, “Female” & “X” (unknown yet). “Female” is given the top mark, 10, as
there are less female candidates in the Super-List. “Male” is given 5 and “X” 7 (the average
between “F” & “M”).

Each candidate is given a mark from 1 to 10, as following: All, say, male candidates are sorted
in order of suitability for the AB, with the most suitable scoring 10, the next most suitable 9,
etc.

3.4 Prioritizing AB Candidates

Each AB candidate obtains a certain score, as described previously. According to this score,
the candidate is awarded a status, and if appropriate, an invitation, or an enquiry is sent.
Status is modified according to the candidate’s response.

Status takes on the following values:

1.  Accepted: The candidate has accepted the invitation. The system awards extra marks,
so that the candidates who accepted move on to the top of the list. The entry is
coloured bold blue.

2.  Accepted (if): The candidate has accepted the invitation, under certain conditions. The
system awards extra marks, less than for “accepted”, so that these candidates move
on the list, just below the previous category. The entry is coloured bold violet.

3. Affiliated?: The candidate has been sent an invitation, wants to be a member of the AB
but is not able to be physically present at AB1. Affiliated members will be sent the
material of the AB1.

4, Enquiry sent: This is an exploratory letter, just short of an invitation. The entry is
coloured violet.

5. Invitation 2b sent: This is a candidate to whom an invitation will be sent.

6. Invitation sent: This is a candidate to whom an invitation has been sent. The system
awards them extra marks, more than for the category “Enquiry sent”, but less than for
the category “Accepted (if)”. The entry is coloured blue.

7. Invitation withdrawn?: This is a candidate to whom an invitation has been sent, but
then withdrawn, in writing, because there was no response after three reminders.

8.  Not available?: This is a candidate who has changed employment.

9. Rejected?: This candidate has declined the invitation.

10. Replacement?: This candidate has recommended a colleague in his/her position.

11. Research: This candidate is researched with the aim of possibly changing status to
“Invitation 2b sent”.

12. TBD: This candidate is researched with the aim of possibly changing status to
“Research”.

2The system subtracts marks, so that such candidates move to the bottom of the list.
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The status of the Super-List, at the end of this process, is shown in Table 3 (see p. 17).

Table 3: AB Candidates ranked in order of decreasing score, as of Aug. 2016.

Ran ~ Status | ”| Scorel ™
1 |Accepted 874%
2 |Accepted 854%
3  |Accepted 851%
4 |Accepted 850%
5 |Accepted 842%
6 |Accepted 839%
7 |Accepted 835%
8 |Accepted 828%
9 |Accepted 828%
10 |Accepted 819%
11 |Accepted 814%
12 |Accepted 812%
13 |Accepted 810%
14 |Accepted 801%
15 |Accepted 796%
16 |Accepted 780%
17 |Accepted (if) 707%
18 |Accepted (if) 705%
19 [Invitation sent 664%
20 |Invitation sent 649%
21 |Invitation sent 635%
22 |Invitation sent 627%
23 |Invitation sent 597%
24 |Invitation sent 589%
25 |Enquiry sent 451%
26 |Enquiry sent 446%
27 |Enquiry sent 409%
28 |Research 336%
29 |Research 143%
30 |TBD 137%

Ran| Status || Scorel ™
31 |TBD 120%
32 |TBD 117%
33 |TBD 113%
34 |TBD 112%
35 |TBD 112%
36 |TBD 106%
37 |TBD 101%
38 |TBD 99%
39 |Research 74%
40 |TBD 73%
41 |TBD 61%
42 |Rejected -88%
43 |Replacement -90%
44 |Affiliated -90%
45 |Replacement -91%
46 |Affiliated -93%
47 |Affiliated -93%
48 |Rejected -93%
49 [Not available -94%
50 |Affiliated -94%
51 [Invitation withdra] -94%
52 |Rejected -95%
53 |Rejected -96%
54 |Not available -98%
55 |Replacement -98%
56 |Affiliated -98%
57 |Rejected -99%
58 |Affiliated -100%
59 |Affiliated -100%
60

As a result of the above procedure the 16 external members of the Advisory Board were finally
selected.
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4 Proceedings of the AB1

This chapter gives the proceedings of the Advisory Board Meeting 1 (AB1). The chapter will be
partitioned into the AB1 Agenda items (see “Appendix A: Agenda of AB1 (Advisory Board
Meeting 1)”Appendix A: Agenda of AB1 (Advisory Board Meeting 1).

4.1 Welcome/Introduction/Advisory Board

Nikos Frydas welcomed the AB members and went on to present briefly the procedure by

which the AB external members

were Se'ected' For the 10:00-10:20  Welcome/Introductions/Advisory Board e Nikos Frydas
presentation see Appendix B: | 1o et e
AdViSOfy Board presentaﬁon’ in 11:00-11:20  Definition of hate speech and Legal Framework ! Ronan Hardouin
p. 36. 11:20-11:40  Coffee Break
Following that, each AB
member introduced him/her-self.
AB Internal Members:

1. Albena Spasova ICITA

2. Alvaro Ortigosa UAM

3. Christian Castane umil

4. Cormac Callanan ACONITE

5. Evangelos Markatos FORTH

6. George Pallis ucy

7. Meltini Christodoulaki FORTH

8. Nikos Frydas FORTH

9. Ronan Hardouin INTHEMIS

NOTE: The names of the 16 external AB members are currently withheld.

4.2 Short Introduction to MANDOLA

Evangelos Markatos from
FORTH, the project leader,
made a short introduction to
the MANDOLA project
activities:

10:00-10:20
10:20-10:40
10:40-11:00
11:00-11:20
11:20-11:40

Welcome/Introductions/Advisory Board

Short Introduction to MANDOLA 4=
Technical Infrastructure

Definition of hate speech and Legal Framework !

Coffee Break

Nikos Frydas
Vangelis Markatos
George Pallis

Ronan Hardouin

1. Monitoring the on-line hate speech in the EU. The importance of this activity is nicely
determined by Lord Kelvin: “If you cannot measure it you cannot improve it”.

2. Frequently asked questions.
3. Legal:
a. What is hate speech?

b. Legal framework in EU member states.

For the presentation see Appendix C: Introduction to MANDOLA presentation, in p. 38.
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4.3 Technical Infrastructure

G eo rge Pa I I iS fro m U CY, 10:00-10:20  Welcome/Introductions/Advisory Board Nikos Frydas
described the technical 10:20-10:40  Short Introduction to MANDOLA Vangelis Markatos
infrastructure needed to 10:40-11:00  Technical Infrastructure ¢ George Pallis

. 11:00-11:20  Definition of hate speech and Legal Framework * Ronan Hardouin
monitor the spread and 11204140 <offee Break
penetration of on-line hate-

related speech, as well as the

necessary reporting tools that will connect citizens with the police.

The presentation briefly referred to the following:

1. Monitoring Dashboard
2. Reporting Portal - -
3. Data Collection & )
Processing
4. Monitoring Dashboard =
Architecture N [l g ™ ;
5.  Data Analysis bt RO Fol |
6.  Multi-lingual Corpus ’ s e o A 2
7.  Social Scientists ) & S
8.  Smartphone app -
The presentation gave rise to an interesting discussion. Issues discussed include the
following:
. Importance and difficulty of measuring tweets & websites.
° Importance of the distinction of the culture and the language.
° Recent progress of artificial intelligence.
. Change of the meaning of words with times.
° Project database use for other categories of illegal content.

For the presentation see Appendix D: Technical Infrastructure presentation, in p. 41.

4.4 Definition of Hate Speech & Legal Framework

RO nan H a rd ou | n, fl"O m 10:00-10:20 Welcome/Introductions/Advisory Board Nikos Frydas
INTHEM |S, described the 10:20-10:40  Short Introduction to MANDOLA Vangelis Markatos
wo rk d one so fa ron th e 10:40-11:00 Technical Infrastructure George Pallis
. ey 11:00-11:20  Definition of hate speech and Legal Framework * 6 Ronan Hardouin
Definition of Hate Speech. In
K P 11:20-11:40  Coffee Break
particular, a great amount of

work has been done on a

comparative analysis of the following EU states:

Belgium
Bulgaria
Cyprus
France
Germany
Greece
Ireland

NouswnNeE

www.mandola-project.eu
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8. Netherlands
9. Romania
10. Spain

... for which 18 “potentially” illegal behaviours were identified.
Among the findings the following are included:

° Important disparities between legislations.

° Lack of proper transpositions of International and European legal instruments.

° Coexistence, at the domestic levels, between different provisions targeting close
behaviours.

The presentation gave rise to an interesting discussion, which focused on the definition of
hate speech, in general, and in particular in categorizing web content and tweets.

For the presentation see Appendix E: Definition of Hate Speech & Legal Framework
presentation, in p. 44.
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4 . 5 B ra i n st orm i n g P an el I 11:40-13:00 ?ra;ll]s::‘rlr::g Panel - current status and future threats ;a]:g:;l;‘s;ﬂyz;l;atus
o Ifany, what seems to be the most pressing category in
H H H hate speech today: LGBT? racism? migration? other?
I n th I SeSS|0n, fou r q Uest|0ns were o What do you expect to be the most important
: : pressing issue in hate speech in 5 years from now?
glven to the AB For eaCh q Uest|0n, o Ifyou could pass one law about hate speech today
: (either national or in the EU), what would that law be
th emem bers WrOte th €Ir answers on about? In particular, what do you think about
: : punishing hate speech whatever the motivating
StICky nOtes' Wh ICh were th en victim's characteristics (physical, genetical,
H psychological, philosophical, or behavioral)?
CO”eCted, read, d |Sp|ayed on the wa ” o Are the reporting mechanisms of hate speech today
an d reco rder fO r p rocessi ng. enough? If not, how would you improve them?
R

H © MANDOLA
4.5.1 Panell/ Question1 BBy Fistel
Question: “What seems to be the most pressing category « What seams o ba the fibstgasing
in hate speech today: LGBT?, racism?, migration?, or SRR Ly
other?”. - racism?
= migration?

- other?

Answers: 3

1. LGBT: %2 +%:=1

2. Racism:1+%+1+%+1+1+1+1=7

3. Migration: %2 +1+1+%+%+1=4%

4.  Depends on the region. CEE: LGBT [%:], W. l*
Europe: Migration [15] = 1 g &

5.  Anti-Islamic: %

6. Refugee/asylumseeker: b +% =1

7. Religion:%+1+%+%=2%

8.  Most pressing. Need to understand freedom &
responsibility: 1

9. Other:1

10. The general I?ck of a ??????* ~ what
constitutes hate speech: 1

11. Sexual stereotypes: 1

12. Antisemitism: %

The above findings may be grouped as following:

Sexual:
B 11%
~ Religion: -
: 6%

3 Every member has one ‘vote’. Hence, if a member gives n answers (n=1,2,...) to a question, then each of the member’s
answers carries a weight of 1/n.

4 Not clear
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A.  Sexual: 2%

B. Racism: 7

C.  Migration/refugee: 6
D. Religion: 3%

E. Other: 3
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4.5.2 Panell/ Question 2

Question: “What do you expect to be the most important pressing issue in hate speech in 5
years from now?”.

Answers:

1. Migration: 1+ 1+ + %+ % =3%

2. Racism:1+1+1=3

3. Xenophobia: %2 +1+%=2

4 Migration [}4] in combination with increase of
racism related to religion [}4] and lack of
integration: 1

5. Aliens: 1

6.  Education of children who will be the future
citizens to respect other’s rights: 1

7. Islamophobia: 1+ %+ % =1%

8. | don’t know: 1

9. LGBT: 1

10. Afraid lack of knowledge to debate with
responsibility: 1

11. Sexual stereotypes: %

12. Hoaxes:1

13. Nochange: 1

14. We risk creating too many hate speech laws sliding
down to extreme censorship — the pressing need is
their abolition ©: 1

15. Trump: %

The above findings may be grouped as following:

moOwpP

Comparing the findings of this

A.

mOoOOw

Sexual: 1%
Racism/Xenophobia: 6%
Migration/refugee: 3%
Religion: 2%

Other: 6

Religion:
Question, with those of Question 1,the . 1290

following findings emerge:

Sexual: Down from 11% to 8%
(27%N)
Racism/Xenophobia: No change (32%)

Migration/refugee: Down from 27% to 19% (30%M)

Religion: Down from 16% to 12% (25% M)
Other: Up from 14% to 30% (133%#)

www.mandola-project.eu -23-

- What do you expect to be
= the most important pressing issue in hate

= in 5 years from now?

© MANDOLA
Brainstorming Panel | g e

speech

‘q The Future

Racism:
32%
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4.5.3 Panel |l / Question 3

Question: “If you could pass one law about hate speech today (either national or in the EU),

what would that law be about?”.

© MANDOLA

Answers: Brainstorming Panel |

1. EU law equivalent to US 15t Amendment to clarify F o el o A=
boundary of free s E_)EECh. what would that law be about?

2. Alaw about religion (freedom & tolerance).

3. We don’t need any more laws, we need other
solutions.

4. Laws are not always the solution. More funding for
research and education.

5. Humour law to avoid humour being considered as hate speech.

6.  Start with building mechanisms to IMPLEMENT properly and fully whatever Ieglslatlon
we have. Enforce better cooperation with authorities ‘ =
upon providers (F/B, YouTube).

7.  lwould pass the anti-hate speech law. I'm still
waiting for mandola’s definition of hate speech,
though ©.

8.  Law about regulation. ISPs to have more
responsibility in controlling content and for social
media to have the obligation to enhance reporting
mechanisms.

9.  Give equal rights to LGBT.

10. Not allow social media to publish hate speech
content.

11. Clear definition combined with social service as
sanction for hate speech for individuals’ effective
sanction. Aggravating circumstances for hate speech
of organisations.

12. EU law = a clear definition on hate speech with
harmonise sanction and an obligation for European
countries to comply.

13. One law = Reduce + simplify.

14. Prohibition of incitement of hatred in the
employment context: Harassment of workers due to
certain grounds (sexism, racism, homophobia) or
declarations of not hiring individuals belonging to certain groups, or discouraging them
from application to certain positions.

15. | would encourage positive speech.

16. Emigration + racism.

17. To criminalize false news making, from entrance right parties / political reasons.

18. Alaw fully transposing the framework decision on racism, to all found in Article 2A of
the EU Charter for Fundamental Rights.

19. One European law to fight against a common approach of hate repression.

20. Facebook should allow LE and HATE get all requested data.
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The answers above can be categorized in more than one ways. One such way is the
following:

Freedom of speech: 4 (20%)

Clear/simple definition of hate speech: 4 (20%)
No need for more laws: 3 (15%)

Internet industry responsibilities: 3 (15%)
Racial discrimination: 2 (10%)

Legislation about religion: 1 (5%)

Sexual discrimination: 1 (5%)

Workplace discriminations: 1 (5%)

Spreading ‘false news’: 1 (5%)

TITOmMMmMOoON®P
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4.5.4 Panell/ Question 4

Question: “Are the reporting mechanisms of hate speech today enough? If not, how would

you improve them?”.

Answers: Brainstorming Panel |
H = Are the reporting mechanisms of hate
1. No, not enough. Establish and a code of conduct sposch today enbugh?
for FB, YouTube, Instagram, regarding reporting. - If not, how would you improve them?
2. Not familiar with reporting. | suppose that this I

© MANDOLA

means that they must be improved. Diffusion of
relative info. Education.

3.

4.  The mechanisms that exist should not overlap with any other. These mechanisms
should also be limited to authorities they can act on referred incidents.

5. No improvement with Al.

6. The current reporting mechanism isn’t
enough. We need more educational
measures on hate and also to teach that free
speech comes with responsibilities.

7. Creation of a European reporting Centre lead
by Europol + one report centre by country
linked to this European Centre.

8. Educate internet user (i.e. you) in school
about reporting tool.

9. Basta to wasting money of the tax payers.

Prevent crimes — not words! ©

10. No! Noidea how.

11. Make it easier to ANONYMOUSLY report hate
speech.

12. Feedback should be given to the user who
reported about the actions that were
undertaken.

13. Active — preventive approach of ISP liability.

14. Each country should have a reporting point
for hate speech. The answers to the report
should be rapid to remove illegal content.

15. No, you need a specialized unit, to deal with
citizens reports and to educate citizens.

16. Current reporting “HOTLINE”, concept is enough. BUT: Would need far greater
resources, technology, training AND security for personnel.

17. Not enough: Joint cooperation CSOs, national Government and IT companies. Build
capacities of monitors according [to] European standards so that to have comparable
data. Involvement of law enforcement.

18. Reporting mechanism should be imposed with more sophisticated techniques —
automatic alert systems.

5 Not clear
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19. More automatization to detect hate speech. Reporting mechanism that provide
feedback to users, and ....... Guide them to find support. Better coordination among
organizations, companies daily w/ Reports = Identify Best Practices.

20. No. Reporting mechanisms are not sufficient. Improve them through the research of Al

/ Machine Learning.
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4. 6 B ra i nstorm i ng Pa nel I I 14:00-15:00 Respondin_g to orl-line hate speech - FAQs? Cormac_ Callanan,
Best Practice Guide Vangelis Markatos
. . . » Discussion: & Nikos Frydas
In this session, four questions o What are considered the best-of-breed responses to
. hate speech online?
were glven to the AB For eaCh o What are the difficulties for industry to respond in this
H area? Complexity? Legality, Liability? Other?
q ueStlon' the mem bers wrote o Are there useful working models for this space:
their answers on sticky notes, INHOPE? INACH? Other? .
o Challenges for current reporting points responding to
which were then collected, read, satesneaca?

displayed on the wall and recorder for processing.

4.6.1 Panelll / Question 1

Question: “What are the difficulties for industry to respond in this area? Complexity?
Legality, Liability?, or Other?”. © MANDOLA

Brain Storming Panel Il

Answers:
= What are the difficulties for industry to

respond in this area?

1.  Goodwill and Commitment. e il

2. Authority, Validity, Cost, Liability. - Legality. Liabilty?

= Other?

3.  Lack of legal clarity, Misunderstanding of what

constitutes Internet industry and who may be

responsible, Complexity of hate speech decisions,

Cross-jurisdictional nature of services.

Legality.

The state shifting its responsibility to industry.

Freedom of speech.

Lack of understanding, knowledge, especially for SMEs. Lack of strong regulation to

oblige them to comply. Lack of good “incentives” to take this seriously.

8.  Enforcement: Industry should withdraw from removing material unless found illegal by
court or on the demand of state prosecutors, not on the basis of their codes of

No vk

conduct.
9. Liability “good i

Samaritan paradox”.
Cross-border operation
versus national legal
frameworks.

10. Other priorities dealing
with hate speech is not
their core business, so
not a priority.

11. Complexity: Conflict
btw “community
standard” and
perception of people
who report.

12. Legality: They are not judge! They can’t know what an illegal content is.
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13. Complexity. Legality.
14. Legality and liability.
15. Liability, freedom of
speech, cultural
feelings.
16. Legality.
17. Accusation of
overstepping
boundaries, private
policing, etc. Terrified
of intro of legislation
for liability.
18. Lack of interest.
19. Freedom of speech.
20. Complexity. Difficulty to strike a balance between competing values and rights.
21. Legality. Article 2 US Constitution.
22. Just an academic here: | don’t know what outer world looks like.
The responses above can be categorized as
following: P Other: 12% Legality:
A, Llegality: 1+1+1+ %+ o+ 1+ % + - Lability: e
% = 5% (27%) RS =
B. Freedomofspeech:%+1+1+1
Freedom of
+1+1=5%(24%) speech: 24%
C. Complexity/Cost: 1+ %+ 1+ +
s+ Y+ 1=4%(20%)
D. Liability: % +1+1+%=2%(13%)
E. Other:%+1+1=2%(12%)
F. Don’t know: 1 (4%)
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4.6.2 Panel Il / Question 2
Question: “Are there useful working models for this space: INHOPE?, INACH?, Other?”.

Answers: © MANDOLA
Brain Storming Panel Il o o

INHOPE: 1+1+1+1
- - « Are there useful working models for this
I am all ears to learn and apply back home: 1 space:

Not useful working models: 1 e
Not familiar with these models: 1 Lt
Hate speech usually directed at specific individuals,
no new/emerging user empowerment
approaches/tools: 1

Je ne sais pas ©: 1

OTHER! The topic is too specific: 1
EUROPOL, C3I: 1

Yes INHOPE / INACH type models
are a useful starting point, but
these need considerable
reworking (with appropriate
legislative backing) to be workable
and effective: 1

10. INHOPE. Not exactly familiar
enough to suggest something

ueEWNE

O N

specific.
11. INACH. Mandola reporting portal:
! = EUROPOL:
The responses above can be
categorized as following: . - INHOPE:
A. INHOPE: 4+ % +1=5% ==
(39%)
B. Other:1+1+1=3(21%)
C. Dontknow:1+1+1=3
(219%)
D. INACH: % +1=1% (11%) Other: 21%

m

EUROPOL/C3I: 1 (7%)
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4.6.3 Panel Il / Question 3

Question: ““What are the Challenges for current reporting points responding to hate
speech?”.

© MANDOLA
Brain Storming Panel Il s e
Answers:

- What are the Challenges for current

1.  To assess hate speech. To protect free speech while reporting points responding to hate
countering hate-related comments. fana-d

2.  TheInternet — Trans border. Speech & Cultural
differences.

3.  Absence of clarity about what hated speech is, and
it’s a good thing too.

4. To be able to action the report. To have real impact.
If non-profit, HR & financial resources.
Sustainability. Coordinate their efforts
with other stakeholders in the field.

5.  Legal complexity. Resources. Inability to
take decisive action to have content
removed. Especially across jurisdictions.

6. No follow up procedures in place. So
even if it is reported no measures are
taken.

7.  Funding. Legal uncertainty.
International cooperation versus
cultural contexts.

8.  Verification of information. Lack of
service support for those who are targeted - consequences = under-reporting.

9.  Lack of quick response from the part of enforcement authorities. Lack of instruments
for systematic monitoring.

10. Analysis & Legality.

11. Legality or illegality of ??? ???
Responsibility what follow up to give?

12. The legality regarding the removal of
illegal content.

13. People do not report hate speech.

14. Legal. Financial.

15. On time reporting. Dissemination.
Actions for prosecutions.

16. Privacy. Data protection. Copyright law.
Hate speech definition (sorry, joke).

17. Doing what people are aware when they have hate speech.

18. Funding.

19. Determine legal/illegal. Analyse. Report to political level. PPP.

The responses above can be categorized as following:

A. Llegalissues: ¥ +%+%+%+%+1+%+1+%=5(1/12)
B. Reporting/Analysis: %+ 1+ 1+ %+ % +1+%=5
C. Effectiveness: % +%+1+%+%+1=3(7/12)
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Funding: %+ 1+ %+ % + % =2(5/12)
Coordination: % + % + % + % = 1(5/12)
Hate speech definition: 1

Free speech: %

G MM mo

Free speech |l 3%
Hate speech definition _ 5% |
Coordination _ 7%
Funding _ 13%
Effectiveness _ 19%
Reporting/Analysis _ 26%
Legal isuues _ 27%

0% 5% 10% 15% 20% 25% 30%
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4.6.4 Panel Il / Question 4

Question: “When does Hate Speech lead to Hate Crime? What conditions to you need for
hate crime to occur after hate speech?”.

Brain Storming Panel Il

Answers:
. . = When does Hate Speech lead to Hate
1. Research has shown that there is a relation Crime?
between hate-speech and hate-crime however, this Tty

guestion seems to be an open problem.

2. Lack of response to stop it at an early stage leads to

a chain of hate speech message that encourage to

go further.

Conspiracy theory.

Hate crime has been decided before the hate speech. Hate speech is the warning.

Fear & Ignorance.

When it heard and believed.

Transitional economically poor societies with a domineering religious and political

propaganda.

8.  Not necessarily but cultivates the social acceptance (not reacting) to hate crime.
Legitimates crime.

9. Radicalization.

10. Passive speeches. Political recuperation. Fragile people. Speech + image. Mass media
repetitions.

11. When it is sustainable.

12. In cases when no one reacts to hate
speech and informs the responsible
bodies.

13. Fundamentalism.

Noubw
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5 Conclusions & Lessons Learned

This chapter gives the conclusions and lessons learned from AB1.

The size of the AB (16 external and 9 internal members) appears to be working very well, as
the time available (6.5 hours gross time) allowed each member to be able to contribute more
than one times. If space allows, AB2 may grow to 20+9 members.

Some topics, if presented adequately, may benefit from an AB debate, but the time available
would allow only one (perhaps two) such cases.

The ‘sticky-notes’ brainstorming sessions are very productive and allow for the collection of
hard evidence from each member. In AB1 it was possible to conduct eight such sessions. The
results are available in the current report (§4.5 in p. 21 and §4.6 in p. 28).
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6 Appendix A: Agenda of AB1 (Advisory Board Meeting 1)

10:00-10:20
10:20-10:40
10:40-11:00
11:00-11:20
11:20-11:40
11:40-13:00

13:00-14:00
14:00-15:00

15:00-15:20
15:20-16:15
16:15-16:30

O MANDOLA

Monitoring and Detecting
Online Hate Speech

First MANDOLA Advisory Board Meeting - AGENDA

October 5, 2016

European Office of Cyprus, Rue du Luxembourg 3, 2nd floor B-1000 Brussels

Welcome/Introductions/Advisory Board

Short Introduction to MANDOLA

Technical Infrastructure

Definition of hate speech and Legal Framework *
Coffee Break

Brainstorming Panel — current status and future threats
e Questions:

o If any, what seems to be the most pressing category in
hate speech today: LGBT? racism? migration? other?

o What do you expect to be the most important
pressing issue in hate speech in 5 years from now?

o If you could pass one law about hate speech today
(either national or in the EU), what would that law be
about? In particular, what do you think about
punishing hate speech whatever the motivating
victim's characteristics (physical, genetical,
psychaological, philosophical, or behavioral)?

o Are the reporting mechanisms of hate speech today
enough? If not, how would you improve them?

Lunch Break

Responding to on-line hate speech - FAQs?
Best Practice Guide
e Discussion:
o What are considered the best-of-breed responses to
hate speech online?
o What are the difficulties for industry to respond in this
area? Complexity? Legality, Liability? Other?
o Are there useful working models for this space:
INHOPE? INACH? Other?
o Challenges for current reporting points responding to
hate speech?

Coffee Break
Discussion (continued)

Closing session

1See D2.1: Intermediate Report - Definition of lllegal Hatred ..., in http://mandola-project.eu/publications/.

Nikos Frydas
Vangelis Markatos
George Fallis

Ronan Hardouin

Vangelis Markatos
& Nikos Frydas

Cormac Callanan,
Vangelis Markatos
& Nikos Frydas

2See D4.1: FAQ on Responding to on-line hate speech, in http://mandola-project.eu/publications/.
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7 Appendix B: Advisory Board presentation

@ MANDOLA
AB External members' Stats erl e
© MANDOLA 9
Tynes nf Cirganierstinn
MANDOLA: o
Monitoring and Detecting on-line s
Hate Speech "
L
Mikos Frydas i |
FORTH (ext. consultant) i
—
i -T_l-'
I e
@ MANDOLA O MANDDLA
Walcomael e T AB External members' Stats e ]
= | =

Primary Araa of Expartig

= 2% AR meeting co-ords: Brussels —6/2017 . MR

a

T e e

O MANDDLE O MANDDLA

AB External members' Stats e AB External members' Stats bt

[ | [ |
Aruaol Rasidence

= Procedurs lasted & months!

» 583 e-mails were exchanged. o)

- 55 candidates considerad. g

- 5 refused. -

= 2 were not available. i

= 16 salectad. e |

= +0 affiliated membears ; .
i) A

- = = e . T 1 e |
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O MANDDLA

]
T e

AB External members' Stats

= |

Katin=akty R

Walcome! o i

= Lat us now move on with our Aganda.

= Bafore that, may we introduce each ofhar?

T

O MANDOLA

Thank you

MNikos Frydas
FORTH {(ext. consultant)
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8 Appendix C: Introduction to MANDOLA presentation

O MANDOLA

MANDOLA:
Monitoring and Detecting on-line
Hate Speach

Evangelos Markatos
FORTH and U of Crete

O MANDOLA
Dur Background [

= Parimers of the project are active in
+ Cyber sacurity
= Cybencrime resaanch and educabon

= lllegal Intermel Contenl Reporting

= NES [Nelwork and Inlormation Seourtty| Platiom
+ Srategic Aismsrch and imovalion Agends

F' HnHI]FILﬂ. Owur Background — = r.-F.ﬁHJ]i.]LA
Our Background - Cyber security==t= Cybercrime Research and Education=—
+ SysSec: European Ketwork of Excellence in Cyberseourty + Mational Genlers of Excelierce in cyberoime r;;..
+ Founding cooedinslor SUsse = - Founding ocordinalon in x_""",."""'“”“.
. Editer of Foaed Bos in Cytarsenriy St P, s skt
+ Saipline: Gresk Hofine to repor! dlogal Inleret cordent
= Fousder and finil coondr:

» SEMTER: Eumpoan Mebtwork of National Cerfers of
Expalenca in cyberorime

« on-ine hatg speach in EYU
= Call for proposals (from 2014) reads:

» “MMordonmg and reporting ot hale orime and
on-iine hale seeach (HATE)]™ =
b F
I-.._ 'H-
e dafin

www.mandola-project.eu

» ECS0: E G y Lzafion

= UTCEasan m::r‘h Urgan - Foundrg sember aed WP e sateline

+ i | rrrnber of tha Parisssabis: Bosrd J

ECS#% senter
e
0 MANDOLA O MANDDLA

What do we wani o do in MANDOLAT 2o Why'? s i

= Monitor = If you can not measure il you can nof
= Ihe spread and penetration of improve if

Lord Kedwin

= Measurements are at the core
= of solid concdusions
« and sound actions
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O MANDDLA O MANDDLA
How to measure it? =T Various views | Eitmmnti
= Twittar-based approach = Categorny
1. Collect tasats FATL BT PIR CETE RS =
» Apply a hate-detection filter i -
5 Apply sentiment analysis o
+ Tofind hale speach. (nfo: Feww nith, _}:. -.:--. =

b - -

= Inakdd, R LN
e e daia ATt

D MANTOLA @ MANDOLA
Various views II = Various views Il o
- Timelina + Par country Category
LS M e = R 1 CILNTEE TR G E
= =M an al
& il e
4 T = it
i ary I
s e
- B o4
i im B 1
L G N I W e -
P O MANTOLA & MANDOLA
Other activities? iz
P e DOther activities? Lagal Pl
= FAL Book - Definition
= What to do? = Whal iz hale speach

« | batave | have encoudensd Nate Sheach.
What can [ do abouf #7

= Wy words can be hamful and sometimes
dangennus?

= | bedave | have besn & larget of hale spesch?
What are my nghls a8 a welim?

= More af the talk at 14:00
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o unrm uu.
Who?

« FORTH (coomdinator), GR @
» U of Cyprus, CY @

- AlS, IE «,.‘. inhem

+ ICITA, BG Hfi_. .
+ Bulgarian Center of Expallence in cybercrime

- UAM, SP
= Spanish Centers of Excallancs in cybencrims

» UMO, FR g |l
» Member of the French CoE in cybercrime

« INTHEMIS. FR

O MANDOLA
Why are we hera today? i

= Wa want your advica
= Advisory Boarnd
= iou know a lot about this area
« Can you share sorme of your
noadedge?
. Eanmumemnlywr
axparience?
+ Some of your wigdom?

How are we going to get this " ".H'HMLA

haica? ret e

storming sessions .
= Post it nofes
» Share your advice

= Even hali-baked ideas '

-
. Inresearch all idess are 'fl B
walooma:

a HﬂHﬂﬂLﬂ.
Brain storming sessions ——

= Wa are going to ask you {
quesiions: -
« e i you could pass one
Law in hate speach, what
weonild it be

+ Think “out of the box® Ig_-l__
« Share your knowledge b ol
« Share your ideas

O MANDOLA
A final note b

« If you want to maka a short presantation
« Of your activibes
= Led me Know
= We have some slols

+ < 5 minutes long...

www.mandola-project.eu
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O MANDOLA

Thank you

Evangelos Markatos
FORTH and U of Crete
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9 Appendix D: Technical Infrastructure presentation

© MANDOLA

MANDOLA.:
Monitoring and Detecting on-line
Hate Speech

Technical Infrastructure

© MANDOLA
Objectives i

= to provide the technical infrastrecture needed
to monitor the spread and penetration of on-
ine hate-related speech using automated
tools based on big-data analysis

= o provide tha necessary reporting toals that
will connect citizans with the police enabling

them to report on-line hate-related spasch
{such as hate-related web sites) and hate-

-E-EEII-'QE . relatad criminal activities.
University of Cyprus
N
2 MANTHOLA @ MANDOLA
Monitoring Dashboard === Monitoring Dashboard e

0 MANDDLA
Monitoring Dashboard I i
Shatistics Friperoarcin gy e o0
e -5~ === P i |
b ) —
= s Cmmmwra [

www.mandola-project.eu
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O MANTOLA
Monitoring Dashboard Il s
+ Heal-map « Siatistics
« Seo-clusiering - Time-bne charl
+ Dale ramge bar . Zoom functionalty
+ Filtering Calegonies . Data zoom aggregation
« Hol-spol density map - Language usage char
. Halprale metric - Haile rafis per category chart
- mwm + Hale rate por couniry char
. Caipgonies fikering + Hale raf per city chart
+ Gouniny srill=cown - Couninies per category chart
. Gities per categaory ohart
« Tima=line pav calpgony chart

October 22, 2016
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O MANDELA O MANDDLA
Reporting Portal i Reporting Portal [
— ey o WAAMCULE,

i 5 B B e e 5 = .

O MANDDLA D MANDDLA
Data collection and processing ==t Monitoring Dashboard Architecture =220
« Tow Dite colict futs of B su-rrodulen Tl s 4 ’
lor colecting dita fom Tt snd Qosgles |} L e, T [P e
. Twiter dris colke 1 iy LCYE in baamc on B |___| i)
<m ol ek TSN wehich = H - "
e =l s wzcud 1 il — i = i i
: 3k chs iy LM i Samd o g atnia
‘Testn-gan~ch 8 pira e conleni o oth F I___-I
wrakyma of prmasls bals-wiied Bsa e &
o B sercive dabi i Eloned doring e 3. Tha only ind v s
o ) o it precusing) oo, B e i thil B s published MOl e Ay 3 e i
or upabed, of tha languacge and d| the localeon. Tha locslon | : |“'-—| —
ot in gac-hash sl B i of ity §|_'_""| : : =
« Tiw precxminiingg srd sboang b in e with article 114 2) of e Poresnat I — '@"_' ey T
Crita Peclwdlios (Probetion of Be Huomen | L of 2807 % 2000 n == FEEaC ] M H
G (L 1AE{1M001, which sntn subrri B o e Cypros Data N R et
P [ I on 16 O P B
e ————— N —— [l
) O MANDDLA O MANDDLA
Data Analysis e e Multi-lingual Corpus e
+ Tha frzagn ot
e hoacr Hafia v Tha maliHrgusl corsan i assd is i the damificsion mocel B e i
3 g ol oyl e Ll s s
‘.‘h_h'n:lﬁhmi-ﬂuur-::pn. G ' dumwity =8 piven Tk
3 il ol wrad Goopls sample s, Sassd on B erength 5ad £ ceisgoriea.
ikl I sk -y s e = o Trea buses Pl g T i osed toconcus mrormasexls s onesl
4+ Comifostionzacses & skl 4o« s dosdhe Dosr S ing e Ao e oE
oty = =|q.. o uz b s
gt oalled VD I T — aa e
i 'fahan e procseing i dore, T gdipas @ eeeed inihe o apsech daiszaes S
Blongasil} The deutscard i Coanecss wit, fa Mongal0 s 51 45 Fu bn e i arc
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Social Scientists

O MANDDLA

e L

Thank youl

O MANDDLA

i
v b

= Questions?

www.mandola-project.eu

9 MANDDLA
Smartphone app i

= A smartphone app will ba devaloped that
will allow anonymous eporting of hata-
related speech material that has been
naticed in the YWeb and the social media.

= Tha smartphone app will enable people o
report hate-spesach including racism-ralated
and hate-related material.

» The app will ba compatibla for i0S, Android
and Windows mobile devices.

-43 - October 22, 2016
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10 Appendix E: Definition of Hate

presentation

Speech & Legal Framework

O MANDOLA

Definition of hate speaech and
Legal Framework

Ronan Hardouin & Estelle De Marco
inthemis

Firer MANICL A Advieory Soerd B ving - Druneis - 5 Oorobar 10HE

O MANTDLA
W52 overview mre

« Analysis of the legal framework

» TZ.A: Dedinition of habe spesch and relating legal
framework final: Novembar 15)

» TZZ: Legal and ethical framework prolocting privacy and
personall data [Sepd. 15, axpacted for Mov. 16)

« Application of the lagal framewaork

«  T2.3: Legal and othical complance of research (Do 16

« TZ4: Privacy ! data prosection impact assessment of e
project’ oulcomes (finai Sopt. 17)

O MANDOLA
T2.1 = Definition of hate speach ===t

« TZ.1 intermediate ralaased on 2N0THE
+ Comparalive analysis of len EU couniies [chosen for
their polendal i represent most of EU courinies) :

Balgium Bislgaria Cypnm
Franos Garmany Gresoa
Irslard Motheriand Hormanin
Spais
v ARempl o find in these legislatons ol the logal fexts
that creale perial , ol or adminisiratiae

‘o=, which might parficulary be commimed for hafreds
relaled reasons.

@ MAMDOLA
TZ.1 = Definition of hate speech ==t

« TZA intermediate released on 2000THE

18 “poberntially”™ illegal behaviours entifiod...

+ Delined whore possible (in Tis first version) @king into
@ooount most commaon elemenls of definition
Eunmﬂﬂmmm.’ﬂmmw

Cor on e ak off sl forrrn ol el
md’iu‘l:ﬁﬂﬁ.
.M-HMMMM|thun-ﬁlm

aticeey ol dects off i et and
mmmmmm

s Coundl Framewerh, Decmion AT 30HA of 2641 USHE on
combaling carlein forms and eeoncoson of recten and denostobe
by s of cramingl s

< Countries particulanbies ane shown in a tablke

0 MANDOLA
T2.1 = Definition of hate speach s

+ TZ.1 intermediate relaased on AN0THE
+ “potentially” Magal means: might b llegal in ong EU
country IF:
< ... the ofher legal condfors required in this couniry ans
met j.g. public disomder, parscular mo@ation of the
perpstrator, act that does not mean fo promaole ar,
scienco...J; and
< ... an independent national judge | authority must confirm
that the: action is ilkegal

www.mandola-project.eu
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O MANDDLA
T2.1 = Definition of hate speach D=oos

« TZA intermediate released on 2000THE
+ Purposes of studying 18 “potsntially” ilegal behariours:
« Finding similanties babwessn counines
L Guanmnummmm-nn]cﬂm
coimmithed widh hatred-related moli-ations might be found
illegal somewhens in Europe
. Twmlmummmnmnw-
BUAMDOLA WPs, which would avoid beharviours Tl ane
curmenty nol Hegal
< [Preparng recommendadions io be issued in (D2.1 final
{which might be related 1o futune legsiation]

October 22, 2016
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O MANDOLA
T2.1 = Definition of hate speech —uz=

= 18 7 = in short = lllegal in all or almost studied Slabes:
jei racd rrowrion ackineel a pushe
+ Pubkicly inciing hatned of vislenos of discriminaton dincied
against @ group of PErROnE OF & Mt of Such @ grop, e
o ay ground of ceriain charactenistes of e vicim
+ Makdng avalable b e public serophobic of racst materkal which
incinas hatred of vidlenoo of decriminatdon, o which promoles
Partrad, discrimination, of vioknoe, Beough & compuln sysbem
+ Publicly iNSulling o pereon o 8 gooup of parsons Basoad o ary
ground of caitain charactensiics of the vt
+ Public defarmation, based on aity round of oetain charcenisies
of The victim;
+ Direct of indinect ciscrimine fion, inchading harssement, in oemain
s fnd mrsaa, By reason: of S0 characdonsies of tha viclim

O MANDDLA
T2.1 = Definition of hate speech —=- =

= 187 « totally or pardy llegal in a majority of these Staies:
ok st atione an i
+ Eslublishing  parfcieating in
discriminaiion, hakred of viskanda [CCH
+ Publoly condoning, dafming, oF grossly ivialsing cfmas againdai
i, of Qarotios, agairat fumanity and war oimes (WIICCH
+ Sanading of grossl ofanshe andior indeosent of shatars of
RS0 kst (W MECT)
« Public incilemant o commit any ofenos of cime (ARICC]
+ Thigsriising & nabural persen, motivied by racsm o
saiphiobia, Thitagh & comguier SyShanm.
o Mgl rradiverfion as an eggravating droamsianee (el o cersn
Crim oy W e e motusbor ane

Hal promale of i

© Insull 10 refgon of God, | O e trizx

@ MANDOLA
T2.1 = Definition of hate speech ==

« 18 7 «totally or pastly lilegal In a minority of thess Stabes:
o ol renion scctoasl Fig-T 4

+ Sending @ oontent which Lan Ciusa hamsamant and
1 of neddiats arvaly o aolher parson, which e seindor inows
oy v T W05

o Promadion of publs inciemant o POty of violeno: Batwaan
communilas (WRITC)

+ Fecording of images of T commission of a cfifs of o¥ande
against @ parso (A}

. Fmalising o el s 1l o thi images of & thied pany
withiul his of hid conseent, iR is ol obvicus Thal & B & montage
of ilitis Aol Specfed thal itis & montags (WM}

o To Ml | USUTR Somecns s’ idenlity [Wh)

[ — = r—a a

@ MANDDLA
T2.1 = Definition of hate speech ===
+ TZ.1 - First outcomes
+ Enportant dispasites betwaen legilatbons:

+ Wostof transpositions of intermational and European
imsirumaents have not bean done the same wary, in
addition o the Mﬁﬂmmﬂmﬂmﬂ-h‘
additicnall proh GiRons

< Ewxample jone of e most commnon offence o

Iecitement bo habred or viclnce, dinecied against a group of

P S 3 e dirlemindd on tha Bashl of thilr reea,

fudleenid o @lhne and relgees”, (ovantoaly) il te

InCiamant 5 el camied oul in & mantar Buly 10 J b pubic

ofdad of B theaalaning, abusies of insulling (CFD 2008/9137HA]

e

Q2 MANDILA
T2.1 = Definition of hate speach oz

+ TZ1—Firsi oulcomes — Legislalions disparities
+ Exarmpe “inoitement o hatned § violence™ {follow uo)

o B coninie oiminakse e ncileme o hardd, bt only 2 ol
i crimmalse e Paoldomen Lo vioking;

o cninmias additonally ciminales i incilamant o
dEscriminaion (Mol meniioned in e CFD, bl in S
Imisimalional Coandon and i ha additonal prodoool o e
Cofrsrion on cybamrima)

SOy 3 couninics IMpEse an eodiional condiion, and tharakoa
onily prohisi tha publc inctement 10 hatred iFL @ aitar
cariad Dol im 2 manndd By © Serh pubic ondar (2
DoLINTIFES], of publ: poaod (1 couniryl of i il tredlamning,
atvussban of ingulting (1 country, alema il 1o his Ssturbing
ol jpusbdlic ondir ).

www.mandola-project.eu
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0 MANDILA
T2.1 = Definition of hate speech ===

= TZA =First outcomes = Legisiations disparities
+ Exampla “inotemant fio hatred § violence” {lolow up)

= Adidional punishabls modvatons
B il S Ok tion
4.5 eoinirie: disoent (CFOPorgins: disalilly] S of gafeir
3 counirki: sl of gandar iden iy
2 eounirkis: colour (CFDT malionalivy, idesiegy o bale’s
MEAHT Ba Fowd i 1 country (or svsdher) enly: polifcal o
philosophical belals; il sibuabion; age; chd siatus; birtg
forture; languags; stale of hoaby e, phvaical of genabc
charetiaratics, mambsrship of e Paraling community; social
ORI any ground
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© MANDOLA
T2.1 = Definition of hate speech —uz

« TZ1 - Firat oulcomes
+ Lack of props ranspositons of Imeraticnal ard

Ewrcgean legal instnemanks:

# trat are notiood sre often, fiestly, the resdt ol 3
laick of proper rarsposition of Inlernaticnal and Eurcpaan
instrumaenis.

< o e, onily 1 oourmiry (Cypeu ) fully ciminalisas thi publs
COnconing. danying of grossly ivialsing crimes againss
e, O ancoide, SQainst humanity and war oimes diteckd
SgEINAT O QPouS § 8 parson definied by rfeed B e, Coltur,
weligion, desoent o rafional | el origie (2005091 30EA)

< Tihea olfef counimies punsh pans of i (9201 Holooesl dany;
ol I i justity, deiny of grossly palio o oiima CodTmimed

T2.1 = Definition of hate speech ===

0 MANDOLA

+« TEA = Firsl oult-omes
+ ConxBipnca, ot domasio lavels, bubwoon diffaan

provisions targeting close bohaviours:
The rarsocsition of imiematonal and Ewropean fexts inlo
domesic law, whern somelimes some provisions relating o
mmmm.unhnmmm:mﬂ
mﬂﬂmm creadng a coharent and Rarmonisod
legal framework. It lsads to the co-asisionoe of sevweral

provisions criminalising very close behaviours.

aEinal paace and fmaniy
e P I il
@ MAMDOLA @ MANDDLA
T2.1 = Definition of hate speech === T2.1 = Definition of hate speech —=—===—
« TZ1 - Firsl conclusions « T21 - First conclusions

+ Difficulty I provide a kst of behaviours that are prohibited in
all the siudied member Stales {unless reducing this listoa
wery imied number of Blegal acts)... therelone dificuly o
provice a simpdie and short definiBon;

+ Monsequal reatmend botsoon wioims, even legal insecurity,
sinoe ane acton might be punished or nof depending on S
charatierisics of the victim thal based the: action, in ane
context or the other, even in one single country, and
depending on the coundry Tat sil be competent 1o judge the
case.

O MANOOLA
T2.1 = Definition of hate speech —uz=

+ TZ.1 = Final deliverable
+ Wil inchude an atiemet o a simplfied definition of Begal haio
spaech jorgoingl;
+ Wil include a desper analysis of the Fight i fresdom of
SNSRI,
+ Should indlude recoemaendations io policy Makers, based on
final puloomes;
+ Any comment of wish ior a parbicular focus of the analysks are
wealooamee?

www.mandola-project.eu

-

Interesing shudy that already enables 1o quesicn the

advisabie border beteeen legal and dlegal aclions = for

+ Legitmacy of T dscrimination betseen sotims in lenms
ol profecion agairst hated, depending on their particular
charcienstics (public inchement o hatred is not
profiblied everywhere whene ooememithed for the same
growrids, while somi counires - such &5 Romanika «
profibil the: befanviour whateser Bs mobivatons arej).

< Prohibition of insuit to religion { God (and not only
b lieraers, stricty), which may have ConSequences on T
fressdom o crilicise idees and opinions (pillar of a
democrafic sooety )

October 22, 2016
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11 Appendix F: Brainstorming Panel | / Question 1

www.mandola-project.eu

© MANDOLA
Brainstorming Panel | e~

« What seems to be the most pressing
category in hate speech today:
+ LGBT?
« racism?

= migration?
« other?

_47_
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12 Appendix G: Brainstorming Panel | / Question 2

© MANDOLA
Brainstorming Panel | e
« What do you expect to be
= the most important pressing issue in hate
speech
« in 5 years from now?

8 The Future

www.mandola-project.eu -48 - October 22, 2016
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13 Appendix H: Brainstorming Panel | / Question 3

Brainstorming Panel |

« If you could pass one law about hate
speech today (either national or in the EU),
what would that law be about?

folactuan
pove | diry
*& Y tres o

Lo AR

L5Ps ho have move
respensibiks by in onbally
onkink, ond for ociat
Megles o Lo Ha

4

ol ebuanss

Chbain pivd o ot
SRS
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14 Appendix I: Brainstorming Panel | / Question 4

© MANDOLA
Brainstorming Panel | S

= Are the reporting mechanisms of hate
speech today enough?
« If not, how would you improve them?

o meass tht
‘h!j' st be e sicd
D"Hmr»- sf velehsg

e, e

i N 3
[ St ik g
I o LT

‘%d}é:&q,
+o
Nasking mong,

of the koug
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15 Appendix J: Brainstorming Panel Il / Question 1

Brain Storming Panel Il

« What are the difficulties for industry to
respond in this area?
+ Complexity?
« Legality, Liability?
» Other?

——— -

f&nud‘-m;ﬂ newd

e ; ' =
i

O Jl%'cu ZFeA g’
|NOQUSTRY +2
H,,)(,_V,Jﬂ.m the

a pla

< cvosa- jurisclictoe s
natuve 85 sarvices

j
!
;

7]

3

“Twe &LTATC
SHAFiME (TS

e 5ilici—4E s

Tz 4

Tndusbry sA M- | (ki
= daw from ft:mv“fge @ blgt;.a}‘d Wﬁ”"‘“
| | Mokenals unlen found Lt
B 'gar by Gurt orer I § (FOJU- 20ydey

the dumand of Sae
fosentoC, not Onth bay
O treic Codey Of Ganchig

epev e koo
[ note v
raumnt v

A oo satie /
Ouerstepping boundmes, |
Drivinde. prling | cte.
Mo
Territbied of (b o
|‘Jn\l«+im For Y.al.h’—(]‘
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16 Appendix K: Brainstorming Panel Il / Question 2

© MANDOLA
Brain Storming Panel Il S

= Are there useful working models for this
space:
+ INHOPE?
- INACH?
« Other?

EMepug Urer
EMponerient Apeoeehas
Aol

T TONE, 1
T60 Sy .
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17 Appendix L: Brainstorming Panel Il / Question 3

© MANDOLA

Brain Storming Panel Il u =

« What are the Challenges for current
reporting points responding to hate
speech?

Spah (4

and Xt good thivg.

b

v _4\_
~ D’&b&/tw'ﬁ\q;f\n

— oAl oMb |
#{?“Frouw’hu{mj
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18 Appendix M: Brainstorming Panel Il / Question 4

Brain Storming Panel Il

« When does Hate Speech lead to Hate
Crime?
+ What conditions do you need for hate crime to
occur after hate speech?

N S
Foj REPETITION S -
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